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Abstract: Water critical infrastructures are undergoing a process of digital transformation that entails
an increasing integration between the physical and cyber layers of the system. This integration brings
efficiency and monitoring advantages, but it also exposes water systems to a new threat surface that
includes cyberattacks. Formed in 2017, STOP-IT is Europe’s first project dedicated to developing
cyber-physical security solutions tailored to the water sector. During the 4 years of collaboration, the
STOP-IT team has codeveloped an extensive list of technologies that integrates cyber and physical
layers of infrastructure, allowing water utilities to prevent, detect, assess, and treat risks, as well as
simulate scenarios of attacks and explore how to react to increase preparedness. This article first
introduces the overall aim and main outcomes of the STOP-IT project and then focuses on the risk
management integrated framework composed of modeling solutions developed to help water utilities
identify vulnerabilities and protect critical parts of their systems. The solutions are presented along
with the results from the demonstration activities performed by a selected water utility concerning
three risk scenarios that were assessed through the mentioned integrated framework.

Keywords: critical infrastructure protection; cyber-physical systems; cyber-physical attacks;
digitalization; risk management; water systems and services

1. Introduction

Managing urban water systems is challenged by several factors, such as infrastructure
deterioration, large water losses, and increasing pressures on water resources with respect
to both quantity and quality [1-4]. These factors are exacerbated by global pressures, such
as demographic growth, increased water stress, urban development and migration to urban
areas, and climate change impacts [5,6]. In addition to this, stringent regulations for quality,
security, and the environment are enforced. These change drivers place pressure on the
need for a paradigm shift from traditional management of the water sector, grounded in
the process of digital transformation [7-11].

However, in the water sector, the process of digitalization is slower compared to other
critical infrastructure sectors, and this is also due to a list of security challenges limiting the
modernization of the sector [12].

Although safety has been a high priority in the water sector for years and cybersecurity
is becoming of greater concern, measures and approaches that consider a global integrated
security context, physical and cyber, are still missing, therefore leading to the inability to
cope with combined cyber-physical attacks, which are of major concern [13,14].

Furthermore, the water sector lacks collective situational awareness of cyber threats [15].
This is because water utilities and associated information technology (IT) service providers
do not systematically share information on experienced cyberattack events that could help
to further assess the state of cybersecurity in the water sector and increase preparedness
and the ability to protect the service.
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Developing proper prevention and response strategies requires not only implementing
technical security measures but also establishing a cybersecurity culture through compe-
tence building, awareness creation, and communication. There is currently a gap in digital
knowledge in general and specifically in cybersecurity in the water sector. The knowledge
gaps are both potential sources of risks and barriers to the process of digitalization. With
these challenges in mind, STOP-IT (https://stop-it-project.eu/, 24 November 2022) has
worked in multiple directions to contribute to increasing the protection of water critical
infrastructure: on one side, effort has been made to increase awareness and competence
among operators, and on the other side, to provide flexible and adaptable modular solutions.

From a technological point of view, the ultimate outcome of STOP-IT is the STOP-
IT platform, which integrates 28 solutions that can be applied standalone but also in
combination, thanks to the established interoperability between the different components.
The platform was validated in an operational environment, and all solutions have been
demonstrated in real environments; thus, all solutions have reached at least technology
readiness level 7.

The STOP-IT platform is structured into nine technological modules clustering the
28 technological solutions and analysis tools, which can be further distinguished into
strategic/tactical tools and operational tools:

e  Strategic and tactical tools are analysis tools developed to support risk managers
and decision-makers in increasing preparedness against the impact of cyber-physical
threats on the service to be provided. They allow to generate customized scenarios
of attack, assess their associated risk in terms of service disruption, and compute the
effectiveness of risk reduction measures to increase the system’s resilience.

e  Operational tools support the near real-time or real-time operation of the cyber-
physical integrated system by providing an extensive list of technologies to detect
anomalies of different nature, such as jamming attacks, IT and physical intrusions,
abnormal behaviors, and loss of data availability and integrity.

The paper focuses on the presentation of the strategic tactical tools of STOP-IT through
their adoption and demonstration to protect a water distribution system.

The tools and methods presented have been developed in STOP-IT to increase pre-
paredness against cyber-physical threats; however, their application can be extended to
any kind of threats affecting operational functions to support water utilities in performing
scenario-based risk assessment and provide valuable inputs to strategic asset management
plans. The paper is structured in sections. First, the methods are presented, including a
description of the selected software tools, the considered risk scenarios, as well as gen-
eral information on the adopted simulation model. Secondly, results from the different
selected tools are presented, with emphasis on the steps to be undertaken by the tools’
users. Finally, simulation results are discussed, pointing out how the adopted methods can
support water utilities in managing cyber-physical threats, including future perspectives
and main conclusions.

2. Materials and Methods

The study made use of the strategic and tactical solution developed within STOP-IT:
Risk Analysis and Evaluation Toolkit (RAET) [16]. RAET is a holistic, integrated platform
that aims to support water utilities in managing cyber-physical risks for their critical
systems and services, reinforcing resilience [17,18] in the water sector. The platform builds
on the risk management process described by ISO 31000:2009/2018 [19] (following the
steps of risk identification, analysis, evaluation, and treatment) and adapts its steps and
methodologies to serve the needs and security scopes of cyber-physical security. RAET
integrates the following tools:

e  Asset Vulnerability Assessment Tool (AVAT) to show the criticality of each element
in the water network, using vulnerability metrics such as the Link Criticality Index,
defined as the number of disconnected nodes resulting from an element outage [20].
This tool helps to handle the complexity of water distribution networks, in which it
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might be difficult to gain knowledge on the location of certain vulnerable components.
AVAT can score the system vulnerability for different configurations of the network,
providing a ranking of pipes based on the potential impact on the system that every
single pipe would have if its failure occurred.

Scenario Planner (SP) to assist the user in creating the scenarios of attack, in launching
single simulations, and in visualizing the results. The user can create scenarios by
utilizing the Risk Identification Database (RIDB) (in which potential generic risk events
can be selected) and the designed STOP-IT fault trees (FTs) (to navigate along potential
paths of the identified risk through the so-called gate events) [16]. The simulations are
enabled by the selection of specific tools that consider the water distribution system as
a cyber-physical integrated model and provide quality and quantity impacts on the
considered system due to physical cyber threats. Detailed results can be visualized
within the integrated KPI tool (key performance indicator tool).

Risk Reduction Measures Database (RRMD) [21] with advanced capabilities to facili-
tate the identification and selection of appropriate risk reduction measures (RRMs).
The RRMD has a direct connection to the RIDB through semantic mapping between
each other. It is implemented within the STOP-IT risk management process to help the
selection and effectiveness assessment of RRMs in increasing the system’s performance
under a given scenario of attack.

Stress Testing Platform (STP) [22] to handle multiple simulations that couple the cyber
layer (consisting of the interconnections amongst the IT devices) with the hydraulic
model of the considered network. STP allows to simultaneously explore the impact of
a certain type of scenario under multiple input configurations.

The combination of the mentioned tools in a unique software environment effectively

supports the user in performing a structured proper risk management procedure against
cyber-physical threats. The logical interconnections amongst the different tools within
RAET are illustrated in Figure 1.
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Figure 1. Logical interconnections amongst the different tools within RAET [16].

Since risk scenarios of pressure deficiency conditions were considered for the case

study, RISKNOUGHT [23] was adopted in both applications of SP and STP as a tool to
integrate, at each simulation step, the solution of a pressure-driven hydraulic model based
on EPANET [24] with the information flow of the cyber layer, e.g., from sensors to SCADA
(supervisory control and data acquisition) and PLCs (programmable logic controllers) to
actuators along the physical system. The platform allows to analyze, for example, the effects
of introducing malware to the supervisory system and tracing these effects on the water
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distribution network through Key Performance Indicators. RAET was deployed by a water
utility partner of the project with the aim of exploring the conditions of a water distribution
network that can generate unsupplied demands for customers and for firefighting.

Based on the particular interest of the involved water utility toward certain cyber and
physical threats, the following risk events were selected within the detailed scenario-based
risk assessment:

e Manipulation of the tanks’ level sensors due to either cyber or physical attacks. The operations
of pumps and valves of the system are often controlled by the level of the tanks. If the
sensor’s readings fail to provide the correct tank levels, the connected pump and/or
valve could fail in allowing the supply of the water demand in the case of normal
operations and/or firefighting.

o Critical pipe failure as a result of an intentional physical attack. The event takes into account
the failure of one critical pipe of the system undetected by the operator. The related
consequences might propagate toward the served area in terms of potential pressure
deficiencies, which can lead to unsupplied demands, especially when coupled with
the manipulation of a tank level sensor.

Based on the two mentioned risk events, the considered three risk scenarios built with
the Scenario Planner (RIDB and FT) are described in Table 1.

Table 1. Summary of risk scenarios (RSs) selected by the water utility for the RAET demonstration.

Name Description
RS1 Cyber-physical caused manipulation of control system affecting water tanks
RS2 Combination of RS 1 and physical caused destruction of water tank or pipeline
RS3 Manipulation of level sensor in water tank used for firefighting

The three risk scenarios shown in Table 1 are what-if scenarios, usually adopted for a
planning phase, and their customization for the specific water system and the following
impact assessment can be performed through RAET.

The risk scenarios (RSs) described above have been used by a water utility to test RAET
and were performed by adopting an available hydraulic model related to a selected part of
the water distribution system serving 92,877 inhabitants for a total pipe length of 251 km.
EPANET 2.2 was the adopted computational engine for the simulation of the hydraulic
model with 5482 pipes and 5223 nodes. A water treatment plant (WTP) is connected to
three tanks used to distribute drinking water to the supplied areas, connected to each other
based on their elevation and actual use. A schematic representation of the connections
between the WTP, tanks, and supplied areas is depicted in Figure 2.

Tank 2 e High elevation area

Tank 1 Low elevation area | Tank 3

L 4

Figure 2. Schematic representation of the connections between main components in the consid-
ered system.

The assessment of the risk scenarios was possible through the application of the
different modules nested in RAET, which links interdisciplinary approaches into a seamless
workflow in order to synthesize actionable intelligence and support informed decision-
making in an interactive mode.
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3. Results

Starting from the fault trees, which propose a list of risk events with assigned IDs,
the event gate 235, “external person in situ manipulates WDN tank level sensor” [16],
was selected. To simulate a scenario of attack, firstly, it was necessary to create a baseline
scenario, called business as usual (BaU) scenario, in which no attacks are considered. For
quantity simulations, such as the ones chosen by the water utility to estimate unsupplied
demand under the considered attack, RISKNOUGHT requires only an EPANET file as
input, so an extended period simulation (EPS) of the BaU scenario was successfully run
through the Scenario Planner. Then, the scenario of attack was created by combining the
BaU scenario with the event gate 235, selected from the user interface. For the considered
gate event, one of the three tanks of the network had to be selected, namely:

e tank 1: the main tank of the network, directly connected upstream to the water source
and downstream to all the distribution network and to tank 2;
tank 2: the tank that supports the supply of tank 1 for more peripheral and elevated areas;
tank 3: the tank used mainly as storage for firefighting in a zone with high demand.

Since the objective of the assessment of RS 1 was to identify areas with unsupplied
demands in case of level readings manipulation, tank 2 was selected to discover the
extension of the zones strictly dependent on it. After the selection of the tank, three
parameters had to be defined, namely the duration of the attack, the start time of the attack,
and the manipulated value of the sensor readings. For the demonstration, the duration of
the attack was set to 5 h, the start time to 5 a.m., and the manipulated value to 10 m (i.e.,
the maximum level of tank 2, which leads the pump connecting tank 1 to tank 2 to remain
inactive). The selection of the risk event from the Scenario Planner is shown in Figure 3,
while different types of impacts of sensor manipulation are depicted in Figure 4.

Filter

Basic or

Description
Gate 249 WDN valve failure

Gate 250  WDN Valve
operation
interruption

Gate 255 WDN pipe break

Basic Event Man-in-the-Middle

236 attack manipulates
WDN tank level
sensor signals

Asset Type

Drinking Water
Pipes

Transferred
Information

Event Type

Interruption

Destruction

Manipulation

Intermediate
Intermediate

Intermediate

Intermediate

Basic

Use filters to narrow down the list of events

Search event

[J Bookmarked events

Event Type

Asset Type

Fault Tree

Tools

Listed are only those events, which are supported by both, the selected model and this platform and are associated with asset types, which are present in the infrastructure

- Next Cancel

Figure 3. Selection of the risk event of RS 1 proposed by the fault tree within the Scenario Planner.
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Figure 4. Unmet demand (m3/s) (a), nodes out of service [—] (b), and customer minutes lost (as
indicated, values on y-axis are scaled by 103) (min) (c), derived from the KPI tool for RS 1.

The consequences shown in Figure 4 were assessed by using the KPI tool, in which the
impact was assessed in terms of unmet demand (a), nodes out of service (b), and customer
minutes lost (c). RS 1 was adopted to also test the STP of RAET by varying one of the three
parameters of the selected event. Specifically, the start time was gradually increased from
5 a.m. to 3 p.m., while the duration of the attack and the manipulated value of the tank
level were always kept to 5 h and 10 m, respectively. The STP gives additional insights
into the simulation because it allows to simultaneously explore the effects on the system of
different input values, such as the attack start time of the considered risk event. In Figure 5,
the user interface of STP is reported, in which results are listed as values of different KPIs,
namely customer minutes lost as KPI 1, nodes out of service as KPI 2, and unmet demand as
KPI 3.
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Figure 5. Overview of results in the STP related to RS 1 when changing the attack start time.

Finally, the RRMD was explored to identify measures that could mitigate the risk
associated with the specified event of an attack. The risk reduction measures related to the
protection of the site of tank 2 would decrease the probability of an external attacker gaining
entry into the asset’s area; thus, the following measures of the RRMD were suggested within
the RAET in connection to the selected risk event:

MO1: fences and walls;

MO02: motion detectors;

MO3: camera surveillance;

MO04: patrols;

MO7: binary contacts;

MO8: secure doors and windows;
MO09: entrance access control;
M10: secure locks.

RS 2 consisted of the combination of RS 1 and the failure of a critical pipe identified by
the Asset Vulnerability Assessment to Risk Events tool (AVAT).

The demonstration of AVAT consisted of preparing and running two input files,
namely an EPANET INP file and an Excel file, in which specific probabilities of pipe failures
can eventually be inserted. The simulation duration setting was changed from 24 h to
zero because AVAT works with only one simulation snapshot. Figure 6 illustrates the
successfully loaded network for the AVAT simulation.

AN Asset Vulnerability Assessment Tool (AVAT) g

Simulation options
Network wide Indexes Simulation parameters

v Calculate Todini's Resilience Index Number of simulations 100000

v Calculate network Connectivity Index

Elements Indexes

Run Simulations
v Calculate node Reachability Index

| Calculate link Criticality index

<< Previous

Figure 6. Simulation options window in AVAT.
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The simulation of AVAT was used to identify the most critical pipes of the network,
which resulted in the main pipe receiving water directly from tank 1, as expected, and
another pipe in the distribution network whose criticality was previously less evident. This
pipe in the distribution network was selected in the Scenario Planner, then its failure was
added to the attack of RS 1. In fact, after the identification of the critical pipe, the same steps
of risk scenario 1 were taken in RAET within the Scenario Planner, with the difference of
also inserting a major leak on the identified critical pipe for the duration of the simulation
in addition to the previous event of manipulation of the tank level sensor. Hence, event
gate 255, “WDN pipe break” [16], was selected. The only parameter in RAET that describes
event gate 255 is the emitter coefficient [24], set to a value of 5, distributed among the two
end nodes of the considered pipe, leading to a major leak on the selected pipe. The results
of water shortage in RS 1 and RS 2 are compared in Figure 7. Based on the obtained results,
the same relevant RRMs identified for RS 1 applies to RS 2.
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Figure 7. Comparison of unmet demand results for RS 1 (black line) and RS 2 (red line).

RS 3 is conceptually similar to RS 1, but from the fault trees instead of event gate 235,
event gate 236, “Man in the middle attack manipulates WDN tank level sensor signals” [16],
was selected. In the Scenario Planner, RISKNOUGHT was chosen, and a baseline scenario
with an operational condition of firefighting was considered. Specifically, a demand of
50 L/s was inserted in the hydraulic model for a relevant zone of the city from 11 a.m. to
6 p.m. Since tank 3 works mainly as a storage for firefighting in the analyzed zone, it was
selected to identify the maximum time to repair before falling into the failure status of
unmet demand. Similar to the previous case, three parameters had to be defined, namely
the duration of the attack, the start time of the attack, and the manipulated value of the
sensor readings. The duration of the cyberattack was set to 10 h, the start time to 10 a.m.,
and the manipulated value to 6.5 m (i.e., the maximum level of tank 3, which leads the
valve providing the supply to remain closed).

Figure 8 shows the selection of the risk event from the Scenario Planner, and Figure 9
shows the results obtained in terms of water production and shortage during firefighting
whether or not RS 3 was simulated.
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Figure 8. Selection of the risk event of RS 3 proposed by the fault tree within the Scenario Planner.
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Figure 9. Water production and generated water shortage in the system under RS 3 in comparison
with water production in the system under baseline scenario conditions without RS 3.

From Figure 9, it is possible to understand that the stored volume of tank 3 was not
enough to supply the firefighting water of the selected scenario, clearly shown by the red
line, which indicates a major water shortage. Thus, in order to guarantee water supply
for the considered amount of time, additional storage for firefighting purposes might be
selected as a risk reduction measure, corresponding to additional storage capacity (M33) in

the RRMD, as shown in Figure 10.
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Figure 10. User interface of the RRMD displaying suggested risk reduction measures.

4. Discussion

Concerning RS 1, in Figure 4a, it is shown that the unsupplied demands start and
finish respectively just after 5 a.m. and 10 a.m., with a small delay with respect to the
attack. The peak of water shortage is close to 7 a.m., when the majority of customers start
their day, then an almost constant water shortage of 50 L/s is observed. In Figure 4b, the
number of nodes out of service resembles the unmet demand graph, pointing out that
almost all the area remains without service. In fact, the customer minutes lost, represented
in Figure 4c, grows linearly with time until the end of the attack. The simulation within the
SP of RS 1 produced insightful results concerning the impacts in the case of manipulation
of sensor readings of the level in tank 2 in terms of the considered KPIs. Moreover, from
the simulations through the STP, it was confirmed that the most critical moment of the day
in terms of unmet demand is the early morning.

Concerning RS 2, the water utility was already aware that the main pipeline directly
connected to the source was the most critical, but there were uncertainties on the localization
of other critical pipes in the distribution network. Thanks to AVAT, it was possible to
recognize the importance of the components for the water supply and their corresponding
“attractiveness” to be attacked. The damage to the main pipeline directly connected to
tank 1 would affect the entire supply; hence, this critical component of the network is
undoubtedly important. From the water utility’s perspective, it was more interesting to
identify an unknown critical pipe of the distribution network. The resilience of the highly
looped network was confirmed by AVAT results. In fact, according to AVAT, the most
critical pipe of the distribution system is a peripheral pipe connecting a final branch of the
network. As expected, the manipulation of the sensor level in tank 2 had a much more
relevant impact on the network in comparison with the considered major leak since the
pipe failure introduces only a small additional water shortage with respect to the results
obtained with RS 1, as illustrated in Figure 7.

The simulation within the SP of RS 3 produced insightful results concerning the time
to repair before having a critical status of the system during firefighting operations in the
case of a cyberattack on the sensor reading of tank 3, highlighting that the water shortage
begins after 5 h from the start of firefighting. In fact, considering Figure 9, it can be observed
that the cyclical process of filling tank 3 started right after 11 a.m., and from 4 p.m. to 6 p.m.,
the water for firefighting could not be supplied. From 6 p.m., it was assumed that the fire
emergency was over, but the cyberattack was ongoing for 2 more hours; thus, there were
smaller water shortages due to customers in the area who remained without service until
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8 p.m. when the cyberattack finished. After the attack, the connection for the supply to
tank 3 was restored; hence, the production process of tank filling started right after 8§ p.m.

Overall, the performed simulations supported the water utility in quantifying the
loss of service connected to the identified risk scenarios in terms of relevant KPIs. Future
applications of the adopted integrated framework might also highlight critical compo-
nents of water quality aspects. Recognizing the value of the information provided by the
simulations within the pilot area, the water utility is now moving toward implementing
RAET on a full-scale network and adopting it as a decision support tool not only for risk
management strategies but also for assessing the resilience of the system under multiple
complex scenarios leading to service disruption.

5. Conclusions

The STOP-IT project, which ended in 2021, aimed at increasing awareness, competence,
and preparedness on the topic of cyber-physical protection of water critical infrastructure.
The project contributed to training and awareness raising based on the establishment of
communities of practice as arenas for knowledge exchange on the topic of cybersecurity,
the creation of training material for different user profiles and requirements, and extensive
dissemination activities.

On the technological side, the STOP-IT platform provides users with the option to
select technologies relevant to their specific challenges while leaving open the possibility to
build on the selection by adding additional components to intensify, on need, protection
against combined cyber-physical threats and to allow the analysis of cascading effects of
physical and cyber events.

The paper focuses on the technological outcomes of the project and, specifically, on the
RAET framework designed to support the strategic, tactical decision level of water utilities.
By creating potential scenarios of attack and testing the system performance, the user of
RAET can investigate opportunities for increasing preparedness by identifying measures to
be adopted for risk prevention and risk mitigation, as well as assessing the available time
to react in case of an attack before the performance of the system is seriously compromised.
The simulations performed, besides the specific application to increase security against
cyber-physical attacks, proves the relevance of RAET in supporting water utility decision-
makers in performing scenario-based reliability analysis and risk assessment exercises and,
overall, in increasing the level of preparedness against complex scenarios combining safety
and security aspects. The insights obtained from the demonstration of RAET in the real
environment presented here have been highly recognized by the water utility, leading to
the adoption of RAET as part of their risk management practice beyond the scope of the
STOP-IT project.
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