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A B S T R A C T

Electric power systems are critical infrastructures subject to the possibility of extraordinary events with high
societal consequences. Although such possibilities are often associated with very low probabilities of being
realized, it is nevertheless crucial to be able to identify and understand the vulnerabilities of power systems
related to extraordinary events. The objective of the work presented in this article is to establish a methodo-
logical basis for vulnerability analysis that is complementary to conventional risk and reliability analysis of
power systems. It presents a comprehensive framework of definitions, indicators and methods that can be used to
classify, analyse and monitor vulnerabilities in power transmission and distribution systems. Its main compo-
nents include (1) a conceptual framework of definitions that forms the basis for understanding and classifying
vulnerabilities, (2) an assessment methodology for identifying vulnerabilities related to extraordinary events and
barriers to mitigate them, and (3) vulnerability indicators for quantifying and monitoring power system vul-
nerabilities. The applicability of the vulnerability analysis framework is demonstrated through several studies of
real power systems. Moreover, the concept of power system vulnerability elaborated in this article is also related
to the concept of power system resilience.

1. Introduction

Society is increasingly dependent on a secure electricity supply to
maintain its functionality and cover basic needs. As a consequence, a
secure electricity supply is critical for the society, and the electric power
system is thus one of society's critical infrastructures [1], defined as
physical and logical systems essential for social welfare [2,3]. The es-
sential role of electricity is perhaps most evident at the rare occurrences
of extensive and/or long-lasting interruptions of electricity supply, i.e.
blackout events [4]. Such events result in large direct and indirect
economic consequences to the end-users of the power system [5,6], and
the dependence of other critical infrastructures on the power system
may in addition lead to indirect societal costs that are just as large or
larger [7,8]. Moreover, it has been argued that repeated occurrences of
blackout events during the past few decades and the emergence of new
threats indicate that power systems are becoming increasingly vulner-
able [9].

Motivated by the vital role of the electric power system and the
crucial need to better understand the vulnerabilities of power systems,
the objective of the work presented in this article is to establish a
methodological basis for analysing vulnerabilities related to extra-
ordinary events in power systems. We will use the more general term

extraordinary events to denote events such as blackout events that have
high societal consequences and are associated with low probabilities of
occurring (often referred to as HILP events or extreme events). This
term is used to distinguish them from the “ordinary” events en-
countered in daily system operation and conventional power system
reliability and risk analysis.

Although extraordinary events may be associated with a low level of
risk, due to a low estimated probability of occurrence according to
conventional risk analysis [5,10], the level of criticality of the con-
sequences may nevertheless make it unacceptable to the stakeholders to
neglect them [11]. The analysis of extraordinary events requires ap-
proaches that are distinct and complementary to the risk and reliability
analysis approaches appropriate for more frequent events, and broader
frameworks are needed to better understand and communicate about
the risks associated with extraordinary events [1,12,13]. Therefore,
considerable attention within the field of power system analysis has
recently been given to concepts and perspectives such as vulnerability,
resilience and robustness [5,14–18]. For instance, modelling frame-
works based on extended risk concepts also considering extraordinary
events are described in [19,20,21], a framework for developing resi-
lience metrics is described in [22], and a resilience assessment meth-
odology for extreme weather events is presented in [23]. According to
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the literature, one may distinguish between analysis of blackout events
due to natural hazards and other blackout events (e.g. cascading
blackouts due to random failures or intentional attacks) [5]. Methods
considering natural hazards are reviewed in e.g. [24,25], and methods
for analysing cascading events are reviewed in e.g. [26,27], respec-
tively.

In this article, we do not limit ourselves to any specific type of ex-
traordinary event but consider the perspective of power system vul-
nerability in a broader sense, as elaborated below. The article describes
a comprehensive framework of definitions, indicators and methods that
can be used to classify, analyse and monitor vulnerabilities in power
transmission and distribution systems relevant for extraordinary events
and applicable for both planning and operation purposes [28,29]. This
framework has been developed and thoroughly tested on real power
systems over a number of years. These developments built upon a
methodology for analysing the vulnerability of power systems that was
previously presented in [11]. Historic extraordinary events are analysed
in [30,31]. The framework and the development of vulnerability in-
dicators were later presented in [32–34,29], while a novel vulnerability
assessment methodology was introduced in [35]. Furthermore, the
vulnerability analysis framework presented in this article forms the
basis for the risk analysis approach underlying the European research
projects GARPUR [36] and AFTER [21].

A main contribution of the present article is to give a complete and
unified description of the vulnerability analysis framework and its
constituent methodologies. Secondly, we demonstrate and summarize
the application of the vulnerability analysis framework to a variety of
real power system cases. Whereas most existing approaches to power
system vulnerability analysis implement specific methods and models
[5], we propose a more general and comprehensive approach in which
different qualitative and quantitative methods can be incorporated,
depending on the case. The approach is designed specifically for power
systems, and we argue and exemplify how the physics of the power
system must be considered when applying the framework and selecting
which methods to implement [1,5,37].

In Section 2, we first elaborate on the concept of extraordinary
events in power systems. Then, in the following sections, the main
components of the vulnerability analysis are presented: Section 3 in-
troduces the overarching conceptual vulnerability framework and es-
tablishes a nomenclature for classifying and understanding power
system vulnerability, including its relationship with power system re-
silience. On this basis, a general methodology for vulnerability assess-
ment is presented in Section 4 and the development of vulnerability
indicators for quantifying different aspects of vulnerability is presented
in Section 5. The application of the methodologies is demonstrated and
exemplified in Section 6, where a selection of studies of power systems
are summarized, before the article is concluded in Section 7.

2. Extraordinary events in power systems

To illustrate the concept of extraordinary events in power systems,
examples of historic events are depicted in a two-dimensional con-
sequence diagram in the upper part of Fig. 1. Here, the consequences
are measured in terms of total end-user power interrupted (MW) and
interruption duration (hours). Although the criticality of the con-
sequences depends on several other factors to be discussed in more
detail below, the two dimensions in Fig. 1 are useful for characterizing
broadly the consequences of extraordinary events. In general, events
with a) extraordinarily high magnitude of the power interrupted such
as the blackouts of Italy and Sweden/Denmark in 2003 [38] or b) ex-
traordinarily long interruption durations such as the storm Gudrun in
South-Sweden in 2005 [39] can both be regarded as extraordinary
events. Thus, also the local event in Fig. 1 (Steigen, Norway, 2007 [32])
is regarded as an extraordinary event in the proposed framework, since
it affected the entire community for six days. Extraordinary events in
power systems typically fall into two main categories [5,40]: Events in

the first category are primarily due to natural hazards (e.g. major
storms) and are characterized by extensive physical damage to the in-
frastructure and consequently long restoration times and interruption
durations [40]. Events in the second category are attributed to more
diverse and complex causes, including “random” failures [5] (technical
failures [5,40] and operational failures [40] or human errors [41]) as
well as intentional/malicious [5,37] attacks. Furthermore, they often
involve a multitude of non-technical as well as technical factors, in-
cluding human and organizational/contextual factors [31,37].

The lower part of Fig. 1 shows a risk diagram where the two di-
mensions are collapsed into a single consequence dimension for the
sake of illustration. Extraordinary events with critical consequences but
associated with low probabilities can be found in the lower-right
corner. In addition to the two dimensions included in Fig. 1, the criti-
cality depends on and can be characterized by factors such as: size of
the affected population/area, time of occurrence, temperature and
weather conditions, type of end-users affected, economic consequences,
consequences to other infrastructure and society more widely, and
consequences for health and life [11,35]. “Critical” is a central term
that is assigned a special meaning throughout the proposed framework
described in this paper. How severe the consequences must be to be
regarded as “critical”, has to be determined by the relevant stake-
holders for the particular area under study, i.e. system operators, reg-
ulators, and local authorities [11].

3. Power system vulnerability concepts

This section establishes the overarching conceptual framework, the
closely associated bow tie model, and the nomenclature that forms the
basis for our understanding of power system vulnerability.

3.1. Conceptual framework for power system vulnerability

The term “vulnerability” is in the literature associated with a variety
of definitions [5,42]. Based on e.g. [11,43], for the purpose of the
proposed framework, we define vulnerability as an expression for the

Fig. 1. Schematic consequence diagram (top) and risk diagram (bottom) pla-
cing extraordinary power system events in the three-dimensional space spanned
by their interrupted power, interruption duration and the estimated probability
of their occurrence.

I.B. Sperstad, et al. Reliability Engineering and System Safety 196 (2020) 106788

2



problems a system faces to maintain its function if a threat leads to an
unwanted event and the problems the system faces to resume its activities
after the event occurred. In the context of power systems, we understand
the unwanted event to be one or more power system failures, which may
lead to interruption of electricity supply. The concept of vulnerability is
illustrated in Fig. 2.

The definition of power system vulnerability describes how it is a
dualistic concept comprising both the power system's susceptibility to
threats and its (lack of) coping capacity in case of unwanted events: A
system is susceptible towards a threat if the threat leads to an unwanted
event in the system; the coping capacity describes the ability of the
operator and the system itself to cope with an unwanted event, limit
negative consequences, and restore the function of the system to a
normal state.

Vulnerability is an internal characteristic of the power system,
which here includes all technical (e.g., power system components as
well as all equipment), human (personnel) and organizational factors of
the power system operator. It is nevertheless useful to also consider
dimensions of vulnerability that are external to the power system: In
addition to the internal dimensions (1) susceptibility and (2) coping
capacity, the framework depicted in Fig. 2 also comprises the external
dimensions of (3) threats and (4) criticality (i.e. to society).

Here we have adopted the definition of a threat as any indication,
circumstance, or event with the potential to disrupt or destroy a critical
infrastructure (here a power system), or any element thereof [2]. We
understand a threat as something that in a broad sense exists and de-
velops externally to the power system, and the exposure to a threat may
cause an unwanted event within the system. Threats may be related to
natural hazards, humans or the operational/technical conditions en-
forced on the system, where the operational conditions include gen-
eration and demand imposing operational stress on system components.
Ref. [9] gives a more comprehensive discussion of threats relevant to
power systems.

The criticality dimension refers to the level of criticality of the so-
cietal consequences of power system failures. Society is defined as ex-
ternal to the power system, and the term criticality refers to con-
sequences to the end-users and not to the components in the system.
This criticality can best be measured by the society's dependence on
electricity supply and depends on factors as those described in
Section 2.

3.2. Barriers against extraordinary events in power systems

The relationship between the concepts introduced above in relation
to vulnerability can be illustrated by the bow tie model shown in Fig. 3.
This model structures the causal relationship in sequences of events
potentially leading from a threat (left hand side) to an unwanted event
(middle) and in turn to societal consequences (right hand side).

We understand an extraordinary event to be a possible sequence of
events leading to critical consequences. The unwanted event (power
system failures) is related to the concept of a contingency, which is
understood as a failure or unplanned outage of one or multiple system
components [44,45]. In the context of extraordinary events, an

unwanted event may be the initiating event of a so-called cascading
blackout [4,27,46], or it may be multiple essentially simultaneous
failures e.g. due to extreme weather [23,47].

In such sequences of events, a barrier is something that either can
prevent an event from taking place or protect against its consequences
[48]. As depicted in Fig. 3, barriers are associated with either the sus-
ceptibility or the coping capacity of the power system, and a vulner-
ability can be associated with a barrier that is either missing, weak or
malfunctioning [30].

Barriers associated with susceptibility on the left-hand side of the
bow tie are broadly speaking intended to prevent threats from causing
power system failures and thus reduce the probability. These barriers
can be associated with actions taken preventively by the system op-
erator. As indicated on the right-hand side of the bow tie model in
Fig. 3, barriers exist that may prevent or reduce the societal con-
sequences after the occurrence of power system failures. These barriers
can be associated with the coping capacity of the power system, broadly
classified in two groups [49]: i) barriers associated with corrective ac-
tions (automatic system response and emergency operator actions) with
respect to certain power system failures, and ii) barriers associated with
the restoration of normal system operation after electricity supply has
been interrupted. Broadly speaking, the former barriers are primarily
designed to limit the amount of interrupted power and the latter are
primarily intended to reduce restoration time and thus the interruption
duration. Table 1 shows the proposed classification of power system
barriers and a few concrete examples for each group.

3.3. Vulnerability-influencing factors

Barriers associated with susceptibility or coping capacity can fur-
thermore be associated with different factors influencing the vulner-
ability. These factors and the barriers associated with them can be
classified in one of three categories of influencing factors: 1) Technical
factors, 2) human-related factors (related to the work force of the
system operator), and 3) organizational factors. For instance, whereas
the technical condition of a component is a technical factor influencing
the susceptibility, the vulnerability is also influenced by the compe-
tence that the work force has on condition assessment. Moreover, the
inspection and maintenance efforts of the operator is in turn influenced
by the income regulation of the operator, which is an organizational
vulnerability-influencing factor. In addition, the coping capacity can be
negatively influenced by external factors, for instance adverse weather
conditions that hamper repair activities or strained operation that
renders reserves and corrective actions insufficient. Examples of vul-
nerability influencing factors are given in Table 2.

3.4. Relationship with power system resilience

The concept of power system vulnerability described above can be
related to the concept of power system resilience. Literature shows that
resilience is defined and interpreted in different ways, both within risk
analysis [42] and resilience engineering [50,51] in general, and within
its application to power systems, e.g. [14,22,51–54]. One

Power system
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Fig. 2. Illustration of the conceptual vulnerability framework for power systems.
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characterization of resilience commonly used in the literature [50] in-
cludes the two dimensions i) robustness, “the extent of system function
that is maintained”, and ii) rapidity, “the time required to return to full
system operations and productivity” [55]. The relationship with the
terms used in the vulnerability analysis framework is illustrated in
Fig. 4. On the left-hand side, Fig. 4a shows schematically the time de-
velopment of a power supply interruption event with the two-dimen-
sional consequences interrupted power and interruption duration as
discussed in Section 2. The amount of interrupted power is related to the
robustness of the power system, i.e., it corresponds to the “reverse of”
“the extent of the system function that is maintained”, whereas the
interruption duration corresponds to the rapidity.

Fig. 4b shows a two-dimensional diagram similar to the con-
sequence diagram in Fig. 1, where extraordinary events are found in the
region with high interrupted power and/or long interruption duration.
Occurrences of extraordinary events therefore imply that the power
system has low values of robustness and/or high values of rapidity
(interruption duration) and consequently low resilience. In the context
of the vulnerability framework, we therefore find it useful to under-
stand power system resilience as being the inverse of or the dual to
power system vulnerability. Hence, the proposed definition of resilience
in line with the presented vulnerability analysis framework is that re-
silience is an expression for the ability of a system to maintain its function if
a threat leads to an unwanted event and the ability of the system to resume
its activities after the event occurred. In other words, high resilience im-
plies low vulnerability and vice versa (as illustrated in Fig. 4b).

3.5. Incorporation of functional models of the physical behaviour of the
power system

There is a growing consensus that (a) one needs functional models
of the physical behaviour of the critical infrastructure (here: power
system) to analyse its vulnerability, and (b) that there is not a single
model of the system that is most appropriate for all purposes [1,5]. For
this reason, the conceptual framework described above is designed to
incorporate different system-specific models and methods for analysing
causes and consequences of power system failures. This is illustrated
schematically in Fig. 5, where the bow tie model from Fig. 3 has been
overlaid with exemplary models for the causes and consequences of a
power system failure.1 Fig. 5 additionally illustrates how the

performance of the system (the power supplied to end-users) may vary
over time throughout a blackout event (i.e. an extraordinary event)
[49]. Another aspect of power systems included in Fig. 5 that is im-
portant to capture in models for vulnerability analysis, is the operating
state of the system at the time of the failure. The operating state is
defined as the system state valid for a period of time, characterized by
load and generation composition including the electrical topological
state (breaker positions etc.) and import/export to neighbouring areas
[45].

In the analysis of the consequence of a power system failure one
may distinguish between purely structural (or topological) and func-
tional models of the system [15]. A functional model of a power system
also represents the physical flow of electric power in the grid2 and the
system's response to failures, and different functional models are clas-
sified and compared in [56]. Much of the research related to power
system vulnerability has focused on topological models that primarily
capture the topological state of the power system [5,17], but it has been
established that such models often are not adequate for many of the
purposes of vulnerability analysis, cf. e.g. [57,56,58,59,5,1]. To analyse
power systems, one also has to model the state of the system in terms of
the physical power flow. Quasi-static simulations can capture the
transition between operating states with different topologies and/or
power flow, and one can incorporate models of the effect of corrective
actions (barriers) on the operating state. However, more detailed dy-
namic simulations considering development of the system state over
shorter time scales of the order of milliseconds may be necessary to
capture dynamic phenomena related to power system instability (i.e.
frequency instability, voltage stability or rotor angle instability) [4,60].
Other functional models addressing complexities related to non-tech-
nical aspects of the power system are reviewed and discussed in
[1,5,37]. Examples include Agent-Based Modelling, capturing interac-
tions between the human, software and hardware parts of the system
and its environment, and Human Reliability Analysis, modelling the
performance of human operators and how it depends on the situation
and context. The selection and incorporation of appropriate functional
models for studies of real power systems is exemplified in Section 6.

4. Vulnerability assessment methodology

Conventional risk assessments typically start by identifying threats
and then the sequences of events (scenarios) they may cause [61],

Power system
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Fig. 3. Bow tie model associated with power system vulnerability.

1 Note that although fault trees and event trees are chosen in Fig. 5 to depict
generic causal and consequence models, respectively, such basic models are not
by themselves adequate to model the complexity of the power system [1,37].
Relevant methods and models are briefly reviewed and discussed in the fol-
lowing.

2 The physical power flow in the grid is governed by Kirchhoff 's laws and can
be described by a nonlinear set of power flow equations for the voltage at the
buses (or nodes) of the grid. These power flow equations and linearized versions
of them are examples of functional models of the power system.
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moving from the left to the right in the bow tie model illustrated in
Fig. 3. Finally, a consequence and a probability are then typically as-
signed to each sequence of events. In contrast to conventional risk as-
sessments, the proposed vulnerability assessment methodology is more
concerned with identifying vulnerabilities related to the events with
critical consequences and low probabilities. Such events and their
consequences are easily missed in conventional risk assessment, partly
because (a) the probability of these sequences of events is regarded as
negligible, (b) the number of sequences of events to consider otherwise
becomes unmanageable, or (c) relevant causal mechanisms are un-
known or not considered [13].

To address these shortcomings, we here propose a vulnerability
assessment methodology that is complementary to conventional risk
assessment and that aims to provide additional insight and decision
support particularly related to extraordinary events. Simply put, the
underlying idea is to start with identifying possible critical con-
sequences and then move leftwards in the bow tie model, essentially
reversing the steps outlined for a conventional risk assessment in the
preceding paragraph. The objective is to identify vulnerabilities that
should be given attention by the stakeholders (e.g. the system operator)
and to identify barriers that may reduce these vulnerabilities. The
overall methodology is outlined in [35] and formulated schematically
as a sequence of six general steps in the flowchart in Fig. 6.

Because the assessment methodology is centred around “critical”
consequences, it is decisive for each application of the methodology to
first define the term “critical” and which loads that are regarded as
critical loads. As explained in Section 2, what is regarded as “critical”
must be determined by, or together with, the relevant stakeholders in
the area under study. Contingencies potentially leading to these critical
consequences are in the following referred to as critical contingencies.

In applications of the methodology, various qualitative and quan-
titative methods can be employed for the individual steps described
generally in Fig. 6. A more extensive survey and discussion of relevant
methods can be found in [35], and the application of the methodology
is exemplified in Section 6. For instance, step 2 may involve methods
for contingency analysis (incorporating functional models as described
in Section 3.4) and contingency screening [62], and should also con-
sider common-cause and dependent events [63]. In addition, the step
may also involve the identification of the critical operating states that, in
combination with critical contingencies, may lead to the critical con-
sequences. Step 3 may involve models and assessment of the threat
exposure at specific locations, as e.g. in [20,21,23,47]. Step 4 needs to
consider what barriers that would have to fail to i) go from exposure of
a threat to a critical contingency and ii) from the critical contingency to
the critical consequences. Step 5 then needs to consider what could
make the barriers identified in step 4 fail. Step 6 results in an overall
assessment of the vulnerability, including identified measures for re-
ducing the vulnerability by introducing or strengthening barriers
aiming to prevent critical contingencies and/or to reduce the con-
sequences of critical contingencies.

The proposed vulnerability assessment methodology is intended to
guide the analyst and the stakeholders, structuring the analysis, and
facilitating the identification process. Thus, it allows identifying vul-
nerabilities related to extraordinary events that, although considered
unlikely, are still within the realm of possibility. In addition, such an
assessment provides input to stakeholders that is useful to prioritize
between which events, vulnerabilities and barriers they should devote
most of their attention and resources to. For a more quantitative basis
for decision making in such cases, the vulnerability assessment can be
supplemented by the estimation of vulnerability indicators, as de-
scribed in the next section.

5. Vulnerability indicators

This section concerns the development of vulnerability indicators
able to measure quantitatively the factors identified to determine theTa
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vulnerability. Vulnerability indicators are also necessary for monitoring
how the vulnerability of a power system evolves over time. For an
extensive description of the development process, including how

indicators can be defined mathematically, calculated based on available
data, combined and aggregated, we refer to [29,33,34]. In this article
we focus on describing the selection of vulnerability indicators based on
the framework for vulnerability analysis described above.

A review of the literature has shown that very few indicators on an
aggregate level have been developed to monitor and describe the vul-
nerabilities in quantitative terms [64]. The kind of indicators that are
available and commonly used are reliability indices such as fault fre-
quency, expected energy not supplied, and expected interruption costs.
Fig. 7 illustrates how these indicators cover different dimensions of
vulnerability according to the conceptual framework described in
Section 3. For instance, fault frequency is a measure of both the (ex-
ternal) threat exposure and the (internal) susceptibility of the power
system. Thus, one cannot easily disentangle fault frequency data to
quantify each of these two dimensions in isolation. And whereas ex-
pected interruption costs include useful information about the societal
consequences for different end-users, it entangles and encompasses
several other underlying factors. Thus, it is by itself not very useful for a
detailed analysis of vulnerability. Furthermore, these reliability indices
are designed as measures of reliability of supply rather than vulner-
ability, and in other words, these indicators are better suited for the
analysis of ordinary (frequent) events than of extraordinary events.

To address the challenges outlined above, we propose the following
principles for the development of vulnerability indicators: 1) The

Table 2
Classification of vulnerability-influencing factors with examples.

Influencing factors Susceptibility Coping capacity

Technical Technical condition of components Operational stress Equipment for repair
Spare parts

Human related (work force) Availability of skilled personnel Availability of personnel
Competence with condition assessment Operative competence and situational awareness

Skills in system restoration and repair of critical components
Organizational Availability of information Availability of communication

Coordination between system operators Coordination of restoration
Structure of the electric energy sector Contingency plans
Economic regulation Operational security limits
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Fig. 4. (a) Schematic time development of a power interruption event (extraordinary event) with general resilience engineering terminology in italics; (b) conceptual
relationship between power system vulnerability and resilience in terms of the two consequence dimensions introduced in Fig. 1.
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Fig. 5. Illustration of the incorporation of specific (quantitative) methods in the
conceptual vulnerability framework.
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Fig. 6. Flow chart describing schematically the process for the proposed vulnerability assessment methodology.
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development needs to reflect the purpose of the indicators and should
hence be carried out in close collaboration with stakeholders; 2) the
indicators should be able to give insight into vulnerability related to
extraordinary events; 3) they should quantify aspects associated with
one of the four dimensions of vulnerability in isolation; and 4) they
should be selected based on the aspects identified as relevant for the
system of interest. Some examples of aspects of the vulnerability cov-
ering each of the vulnerability dimensions are shown in Table 3. For a
specific case, the aspects that are relevant can be identified using a
vulnerability assessment as described in Section 4, and vulnerability
indicators can subsequently be selected and developed for these as-
pects. This is exemplified more concretely in Section 6.3, where four
possible indicators are described for a real case. Note that threat in-
dicators and susceptibility indicators are primarily related to specific
threats, whereas indicators for coping capacity and the criticality can
cover different threats. The susceptibility and coping capacity in-
dicators can be further categorized as being related to technical factors
(e.g. technical condition), human-related factors (e.g. system control
centre competence) or organizational factors (e.g. coordination and
contingency plans for backup generation), cf. Table 3.

6. Applications to real power systems

This section demonstrates and exemplifies how the vulnerability
framework and its components can be applied to real power systems.
Table 4 gives an overview of the applications that are described in more
detail below. Three of these applications (1–3) are described in separate
subsections: Section 6.1 describes a vulnerability assessment relevant
for a synchronous area (covering several countries with transmission
systems operated with synchronized frequencies), Section 6.2 describes
a vulnerability assessment for a transmission system (in one country),
and Section 6.3 describes a vulnerability assessment and vulnerability
indicators for a regional distribution system (in a region of a country).
Each subsection summarizes the vulnerability assessment structured in
the six steps described in Section 4. These studies demonstrate that the
framework is applicable to power systems at different levels and of
different scale, and they illustrate that the methods applied in each case
must be adapted to the type of system and the scope of the analysis.
Geographical details are anonymised due to confidentiality and the
sensitive nature of the studies.

For the two last applications (4 and 5) listed in Table 4, we only
include a brief summary in this article and refer to [69–71] for the
details:

Reference [69] describes the development of indicators for

Coping capacitySuscep�bility

Exposure Societal impact

Threats

Fault frequency

Cri�cality

Expected energy not supplied

Expected interrup�on cost

Vulnerability

Fig. 7. Examples of indicators covering several dimensions of vulnerability in power systems.

Table 3
Examples of aspects of the vulnerability for which quantitative vulnerability indicators can be developed, associated with different vulnerability dimensions.

Threats Susceptibility Coping capacity Criticality

Wind speed Localization with respect to threat exposure Effectiveness of corrective
actions

Categories and interruption costs of end-users
affected

Precipitation and temperature (risk of
icing)

Technical condition of components System control centre
competence

Localization of critical loads

Lightning Condition assessment competence Availability of spare parts Dependence of other critical infrastructures on
electricity supply

Degree of line overload Co-location of cables or other infrastructures in
the same trench

Accessibility for repair Outdoor temperature

Construction activity Availability of backup
generation

Transportation activity

Table 4
Overview of applications of the framework for vulnerability analysis to real power systems.

Application Scope Components of framework that are applied References

Vulnerability analysis of HVDC interconnector
contingencies

Nordic power system Vulnerability assessment, incorporating dynamic power
system simulations

[65–67]

Risk and vulnerability study of a 420 kV transmission
system

National (transmission) power system Vulnerability assessment, incorporating static and dynamic
power flow simulations

[68]

Vulnerability study for 132 kV regional distribution
system

Regional (distribution) power system Vulnerability assessment with development of vulnerability
indicators

[35]

Industrial application of vulnerability indicators Substations in regional (distribution)
power system

Calculation of vulnerability indicators [69]

Norwegian fault and interruption data collection and
reporting system

National power system Conceptual framework (definitions and classifications) [70,71]
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screening and monitoring vulnerabilities related to substations. Calcu-
lation of these vulnerability indicators is demonstrated for a set of 132/
22 kV substations in a real regional distribution system in Norway. The
calculation of the indicators is implemented by the regional distribution
system operator as a part of their emergency preparedness work and
thus represents an industrial application of the vulnerability indicators
described in this article.

Reference [70] describes the standardized fault and interruption
data collection and reporting system FASIT that is implemented by all
grid companies and the system operator in Norway for the power
system at both the transmission and distribution level. Some of the
definitions and classifications in the FASIT standard [71] are based on
the conceptual framework described in Section 3. Referring to the
power system boundaries illustrated in Figs. 2 and 3, the framework
allows for distinguishing between external causes (associated with
threats) and internal causes (associated with susceptibilities) of failures.
Both internal and external causes are to be reported according to the
FASIT standard. To illustrate the distinction by a simple example,
consider the case of a lattice tower with a loose bracing that results in a
line-to-earth short-circuit of an overhead line during a storm. In this
case, the external cause of the failure is the storm, and the internal
cause is insufficient maintenance of the tower, making the overhead
line more susceptible to the storm threat. Maintenance is a barrier that
here turned out to be too weak.

6.1. Vulnerability analysis of HVDC interconnector contingencies

In [65], the vulnerability assessment methodology is used to give a
broad overview of the vulnerability of the Nordic power system with
respect to contingencies involving High-Voltage Direct Current (HVDC)
interconnectors connecting the Nordic synchronous area with neigh-
bouring power systems. The system boundaries were in this case de-
fined to envelope the Nordic synchronous area (Norway, Sweden, Fin-
land and Eastern Denmark), illustrated schematically in Fig. 8. The
unwanted event was defined as the outage occurrence of one or more
HVDC interconnectors connecting the Nordic synchronous area and
another synchronous area. To assess the consequences of such events, it

is necessary to consider the following functional aspects of the power
systems: i) the frequency will change rapidly in response to the event,
depending on the amount of power transmission lost at the outage
occurrence and on the operating state of the system; and ii) the reserves
and system protection schemes (SPSs) that respond to the changes in
frequency to prevent frequency instability and system blackout. A re-
levant characteristic of the operating state in this case is the inertia of
the power system, which simply put depends on the amount of syn-
chronous rotating machines connected to the power system.

Step 1: The critical consequences were determined based on the le-
vels of criticality determined in the earlier and more general vul-
nerability analysis carried out for the Nordic power system [11]. For
the rest of the vulnerability assessment, critical consequences were
defined as blackouts of (parts of) the Nordic synchronous area fol-
lowing from loss of HVDC power transmission greater than for the
so-called reference incident for the system.
Step 2: The method for identifying critical contingencies employed
in [65] was a semi-quantitative approach based on enumeration of
common-cause contingencies and considerations on the frequency
stability of the Nordic synchronous area. Based on the conclusions of
[65], more detailed quantitative analysis methods were im-
plemented in [66,67] to assess the consequences of potentially cri-
tical HVDC contingencies. These consequence analysis methods in-
clude simulation of power system dynamics and capture the inertial
response and relevant SPSs. Static power flow simulation was less
relevant to consider in the consequence analysis since frequency
instability was the main issue given the scope of this study.
Step 3: The system boundaries chosen for this study implies that
neighbouring power systems, e.g. the Continental European syn-
chronous area, were defined as external to the power system under
study. Thus, the Nordic synchronous area is exposed to operational/
technical threats arising from the neighbouring power systems.
Blackouts in neighbouring power systems were identified as a threat
that could cause the simultaneous outage occurrence of multiple
HVDC interconnectors.
Step 4: An important vulnerability is that system inertia may be
insufficient to slow the change in system frequency enough for re-
serves to react to avoid under-frequency load shedding. This is a
vulnerability associated with the (lack of) coping capacity of the
power system.
Step 5: The amount of system inertia is an important factor influ-
encing the coping capacity. The inertia in turn depends on aspects of
the operating state such as total system load, the amount of wind
power generation, and the amount of HVDC power import. Since the
inertia generally will be lower when the amount of HVDC import is
higher, the system generally has lower coping capacity when the
potential severity of HVDC contingencies is higher.
Step 6: Inertial response is a barrier associated with the coping ca-
pacity that was identified as being weak. Limitation of import or
activation of event-driven SPSs based on real-time inertia mon-
itoring (preventively improving coping capacity) is also a potential
barrier. Another potential barrier identified in the qualitative vul-
nerability assessment was fast-acting load-based reserves (also re-
ferred to as fast frequency reserves or emergency demand-response,
correctively improving coping capacity). Consequently, it was im-
plemented as a SPS barrier in the quantitative consequence analysis
[67] (cf. the right-hand side of Fig. 5), and using dynamic power
system simulations it was found to be a promising barrier if the
time-delay for activation is sufficiently low (up to a few seconds)
and the amount of load involved is sufficiently high.

6.2. Risk and vulnerability study of a 420 kV transmission system

In this section, the vulnerability assessment methodology is applied
in a case study of a real 420 kV transmission system carried out in close

Nordic synchronous area

Norway

Sweden

Finland

Eastern 
Denmark

Fig. 8. Schematic of the Nordic synchronous area with interconnections to
other synchronous areas. (Only a subset of actual HVDC interconnectors is
shown in the figure.).
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collaboration with the TSO. The study was first described in [68] within
a previous version of the framework. The transmission system is part of
a larger synchronous area and is connected to other parts of this syn-
chronous area by a double-circuit AC connection. In addition, the
transmission system is connected to other synchronous areas by two
HVDC connections. The system is illustrated schematically in Fig. 9.

Step 1: A consequence that would be critical for the TSO is the
blackout of the entire transmission system. In such cases, it would
typically take several hours to restore the operation of the system.
Step 2: Combinations of critical operating states and critical con-
tingencies (i.e. unwanted events) that could result in system
blackout were identified through a combination of generic and
power system specific methods: interviews with experts at the TSOs
control centre and planning department were carried out to get a
broad overview of the system, identified possible sequences of
events were structured as an event tree, and the consequences of
sequences of events were assessed quantitatively using static and
dynamic power flow simulations. Resulting from this, the unwanted
event considered for the rest of the analysis was defined as the
outage occurrence of both AC lines if import on the AC lines ex-
ceeded 900 MW.
Step 3: Threats that could lead to the loss of both AC lines were
identified by expert judgement and include: unwanted unselective
breaker tripping, substation or bus bar faults (technical/operational
threats); transportation accidents, sabotage (unintended and in-
tended human threats, respectively); thunderstorms, galloping lines
(natural hazards). Furthermore, these threats were analysed quan-
titatively by constructing a fault tree model, with input data based
on fault statistics combined with expert judgement.
Step 4: One vulnerability is that the two AC lines could be inad-
vertently connected to the same substation bus bar, which makes the
double-circuit AC connection susceptible to bus bar faults leading to
common-cause outage of both lines. Another vulnerability asso-
ciated with coping capacity is the need for manual intervention to
carry out certain corrective actions (e.g. activating HVDC emer-
gency power3).
Step 5: Examples of factors influencing the power system's coping
capacity include situational awareness and operator competence
with carrying out corrective actions.
Step 6: Barriers that reduce the consequences of the unwanted event
include activating HVDC emergency power, emergency load shed-
ding and controlled islanding of the transmission system. These
barriers were furthermore modelled quantitatively by constructing
an event tree, in which probabilities of the barriers' success or
failure were assigned based on expert judgement.

6.3. Vulnerability study for a 132 kV regional distribution system

In this section, the framework for vulnerability analysis is applied in
a case study of a 132 kV distribution power system in a region of
Norway, carried out in close collaboration with the regional distribu-
tion system operator. Based on an initial evaluation process carried out
for the region, an area covering the small towns A, B and C was selected
for a closer assessment of potential vulnerabilities. The 132 kV double-
circuit overhead power lines A–B and B–C are connecting these regional
load centres. The system thus has the simple topology shown in Fig. 10.
Parts of the analysis of this case was also presented previously in [35].

Step 1: The system operator regards power interruptions of remote
local communities in their region lasting for more than a few days as
critical. The critical consequences identified for this case study were
therefore long-lasting power interruptions (more than a few days) of
critical loads in towns B and C.
Step 2: The critical contingency, leading to critical consequences for
town C, is the outage of power line B–C. Since B–C is a double-
circuit overhead line, this would require tower breakdown or some
other common-cause failure of both circuits involving permanent
breakage of both power lines. In case of outage of A–B, supply to B
(and C) can be restored by reconfiguration of the underlying dis-
tribution grid, but outage of B–C would leave C without backup
power supply. Both these contingencies were believed to imply in-
terruption of power supply of up to four days and thus, con-
sequences that were critical according to the operator's definition.
For the radial structure of the distribution system in this case, the
identification of critical contingencies does not require detailed
quantitative analysis, and we can focus on other aspects. However,
the case demonstrates the importance of taking common-cause
outages into account.
Step 3: Threats that could potentially cause the critical contingencies
were identified as snow, icing, thunderstorms and corrosion.
Although it is not regarded plausible that each threat in isolation
would cause tower breakdown, heavy precipitation and icing com-
bined with strong winds have previously caused similar power line
outages in Norway [32]. This particular power line was not found to
be likely to be exposed to other natural hazards or to human threats
or threats related to operational conditions.
Step 4: Identified vulnerabilities with respect to the contingencies
and threats above were poor technical condition (associated with
susceptibility) and low accessibility due to the remoteness of the
area (associated with coping capacity) along parts of the power line.
Two power lines on the same towers is another evident vulner-
ability.
Step 5: The coping capacity can be influenced by bad weather and
lack of daylight, factors which are correlated and likely to coincide
during the winter season in Norway. Damage to other infrastructure
from natural hazards may also hamper repair and restoration efforts.
For instance, heavy snow on forest roads may exacerbate the vul-
nerability related to accessibility.
Step 6: A potential but missing barrier identified to reduce the sus-
ceptibility is improved condition monitoring of towers along the
identified segment of the power line B–C. Relevant barriers to im-
prove coping capacity are ensuring available equipment for trans-
portation and repair, a competent crew available, and training and
contingency plans for the situation described under step 5. These
barriers are associated with power system restoration and address
technical, human-related and organizational-related factors influ-
encing the vulnerability, respectively. Other barriers that would
improve coping capacity are emergency preparedness measures
such as ensuring backup generation for critical loads in town C.

Development of vulnerability indicators: Finally, we illustrate how
vulnerability indicators were developed for this study to quantify

Transmission 
system

AC 
connec�on

DC 
connec�on

DC 
connec�on

Fig. 9. Transmission system with connections to neighbouring transmission
systems.

3 HVDC emergency power is an automatic or manual corrective action (or
system protection scheme) involving relatively rapidly decreasing or increasing
the power flow across an HVDC connection.
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aspects covering all four dimensions of power system vulnerability. For
the sake of brevity, we in this article only outline how these four in-
dicators were selected and quantified, and we refer to [29] for nu-
merical results and further details:

1) exposure (related to threats): This indicator quantifies the location-
dependent exposure to the threats identified as relevant in the vul-
nerability assessment described above. Failure data for the power
lines and weather data for the area did not give indication of par-
ticularly adverse exposure to natural hazards. Values were set lower
for some towers due to marine sediments causing corrosion of tower
wires.4 Lower indicator values imply a higher contribution to vul-
nerability.

2) technical condition (related to susceptibility): The technical condi-
tion indicator for the tower was set to one of five deterioration states
based on inspection data from the asset management system of the
operator.

3) accessibility for repair (related to coping capacity): The value was set
based on local knowledge, with the lowest value meaning “ex-
tremely inaccessible” with regards to repairing the towers.

4) criticality of consequences of failure: Indicator values for the con-
sequences to society of a tower failure were determined based on the
location of critical loads and possibilities for grid reconfiguration.
The lowest value was given to towers on power line B–C since
breakdown of these towers potentially result in power interruptions
for several days for town C.

For this case, the towers for which the combination of indicators
1–4 indicated the lowest contribution to vulnerability were towers on
power line B–C [29]. However, the analysis also revealed that those
towers on B–C with the worst accessibility were not the towers with the
worst condition, which means that these factors did not conspire to
make the system as vulnerable as one might otherwise fear.

7. Concluding remarks

This article describes a comprehensive framework for analysing the
vulnerability of power systems with respect to extraordinary events. As
the vulnerability of power systems is a highly complex and multi-di-
mensional topic, it requires a broad description that encompasses all
relevant aspects. Three main components of the vulnerability analysis
framework have been presented: (1) A conceptual framework that
classifies aspects of the vulnerability of a power system according to
four dimensions, namely the internal dimensions of the power system's
(i) susceptibility and (ii) coping capacity, and the external dimensions
related to (iii) threats and (iv) the criticality of societal consequences.
(2) A general methodology for vulnerability assessment that starts by
identifying possible critical consequences. (3) Vulnerability indicators
for quantifying and monitoring the vulnerability of power systems that
cover all four dimensions described under (1).

A summary of applications of the framework has demonstrated how
these three components can be applied together on real power systems
to provide a structured basis for prioritization and decision making.

Specifically, the implementation of the analysis framework guides the
analysts and stakeholders in uncovering dependencies and influencing
factors and in identifying barriers to be introduced or strengthened to
reduce the vulnerability of the power system. The conceptual frame-
work and the associated nomenclature furthermore serve as a basis for
understanding and communicating about vulnerabilities and extra-
ordinary events.

Through continuously testing and applying the vulnerability ana-
lysis framework, we have established the importance of adapting the
analysis to the power system under study. Although the framework is
general and provides a unified structure to the vulnerability analyses,
an appropriate combination of qualitative and quantitative techniques
must be employed to capture the physics and characteristic aspects of
the particular power system. One key insight is that it is valuable to
complement detailed, quantitative analysis with more qualitative initial
assessments, as enabled by the proposed vulnerability analysis frame-
work.
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