
Ensuring ATM 
Cyber Security by
Applying SecRAM

Karin Bernsmed (karin.bernsmed@sintef.no) – Guillaume Bour 
(guillaume.bour@sintef.no) – Patrice Wakam Nzukou (patrice.nzukou-

wakam@eurocontrol.int) – Denisa Osmani (denisa.osmani@eurocontrol.int) 
– Alessandra Tedeschi (alessandra.tedeschi@dblue.it)

“The digital transformation of aviation is 
posing a risk if cyber security is not properly 
addressed already during the R&D phase” 

What is SecRAM?

The SecRAM Methodology

A security risk assessment is a process
for identifying and mitigating potential
attacks against a system. The Security
Risk Assessment methodology
(SecRAM) used for SESAR 2020 provides
a methodology and practical guidance
for the SESAR projects to perform a
cyber security risk assessment of their
solutions. SecRAM presents a line of
actions for demonstrating that a SESAR
solution has adequately addressed cyber
security in their research and
development phase, thus ensuring that
the outcome is a resilient solution.

Radiation 
Disturbance

Physical 
Damage

Loss of 
Essential
Services

Unauthorized 
Action

Compromise 
of 

Information

Social 
Engineering

Scoping & Solution environment assumptions
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SECURITY REQUIREMENTS

SECURITY SPR-INTEROP-OSED

PRIMARY ASSETS

• Identification of Primary 
Assets

• Impact assessment on 
Primary Assets
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• Identification of 
Supporting Assets
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• Identification of 
vulnerabilities

• Identification of threats
• Identification of likely 

threat combinations

RISK EVALUATION AND TREATMENT

• Identification of controls
• Impact on primary assets after implementation of controls
• Lieklyhood of impact on primary assets after implementation of controls
• Residual risk after implementation of controls
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