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Abstract. Small and medium enterprises (SMEs) make up a significant part of
European economies. They are often described as poorly place to deal with
cyber risks though because of resource constraints or commercial interests.
Providing appropriate tooling would facilitate a greater appreciation of the risks
and provide mitigation strategies. In a series of workshops demonstrating visu-
alization tools for cybersecurity, constructs from healthcare models such as
awareness, self-efficacy, and a willingness to engage were investigated to throw
light on the likelihood that the technologies would be adopted. Although most
constructs were validated, it turns out that self-efficacy could more appropriate-
ly be interpreted as a desire to understand a broader company narrative rather
than empowering any individual to identify and manage cyber risk. As part of
an ongoing examination of technology acceptance, this work provides further
evidence that technology must be contextualized to make sense for the individ-
ual as part of the SME rather than as individual employee.

Keywords: Cybersecurity awareness; SME; company narrative; qualitative
methods; technology adoption; Health Belief Model; Normalisation Process
Theory.

1 Introduction

The increasing sophistication of cyber-attacks may have particularly negative conse-
quences for organizations such as small and medium enterprises (SMEs). They are
focused on their main business and may not therefore have the resource or expertise
to identify and handle such risks. In this study, we investigate the use of constructs
from healthcare models specifically conceived in relation to risk awareness and be-
havioral change in an attempt to understand the willingness of this type of enterprise
to engage with cybersecurity tooling.



1.1  The SME Landscape

The risk of cyberattacks for SMEs is well established. Sharma et al. [1] list the types
of attack that have been reported, while Bell [2] suggests that SMEs may not have the
resource to deal with them. Lewis and his colleagues [3] maintain that while individu-
al threats are significant, an SME as part of a supply-chain presents additional cyber-
security concerns since any vulnerability they display can affect others across the
chain. They attempt, therefore, to identify the perceived sensitivity of individual
threats in relation to SME willingness to share information about cybersecurity readi-
ness. In his report, Bell [2] focuses primarily on technology vulnerabilities, while
Sharma et al. [1] and more recently Vakakis et al. [4] recognize vulnerability associat-
ed with individual employee behavior, making them targets themselves [5]. Not sur-
prisingly, Lewis et al. [3] identify training and awareness as important and shareable
aspects of cybersecurity status. Further, individuals are not necessarily attuned to
cyber risks [6]. So, if people are not aware of appropriate behaviors, we need to un-
derstand how to encourage them to change how they act [7]. This is true in all aspects
of our lives [8]. However, as the NHS WannaCry attack in the UK illustrates, individ-
ual actions and a lack of organizational procedures exacerbate the risk [9].

Understanding personal risk, it has been suggested, is a key motivator to engage
with a whole range of preventative behaviors, including models such as the Health
Belief Model (HBM) [10-12]. As well as this perception of risk, however, for an inter-
vention to be sustained, patients or users in other domains need to believe the specific
intervention will help them to manage the risk. Thus, self-efficacy was introduced in
later iterations of the HBM. Taking health interventions as a metaphor for the well-
being of the SME, then evidence of the constructs of the HBM in engaging with
SMEs in connection with supporting technology might encourage responsibility-
taking and behavioural change [7]. This exploratory study seeks to investigate first the
levels of cybersecurity threat awareness and then how decision-support technologies
might encourage self-efficacy as a precursor of protective behavioural change.

2 Background

Evaluation of new or enhanced technologies is often underpinned implicitly with
one of several causal behavioral models. Typically, they seek to predict the intention
to adopt based on some situational context, which may include the demographics of
the target users, and some other decision criteria. An early broader formulation de-
rives from the Theory of Reasoned Action (TRA) and thence of Planned Behavior
(TPB) [REFs]. Significantly, as TRA developed into TPB, the notion of self-efficacy
was introduced: those who might be motivated to act in a given way — adopt a tech-
nology or change behavior — would believe that adoption would improve their self-
belief in achieving a goal.

Focusing specifically on technology at the decision point, Davis [REF Dauvis,
1985/89] and then Venkatesh [REFs — Venkatesh et al, 2003] tended to focus on char-
acteristics of the technology itself at the decision point and on moderating factors like
the context for technology use and the experience of adopters. Quantitative instru-



ments were developed to capture constructs such as the perceived ease-of-use of the
technology and the dependent perceived usefulness of the technology. Together or
independently, these are assumed to predict the intention to adopt a given technology.
Similar models have also been applied to the adoption of healthcare interventions
[REFs — Conner & Norman, 2005]. Here the focus is on patient awareness and re-
sponse to risk (Health Belief Model) or to fear (Protection Motivation Theory).

One of the inherent issues with TPB and similar models, however, is that the deci-
sion point leads to an intention to behave in a given way, or an intention to adopt the
technology. The bridge between this intention and the actual behavior is often over-
looked. So, conceptual frameworks such as diffusion of innovations (Dol) focus on
factors including but not confined to the technology which might predict up-scaling
and spread of technology (innovation) beyond the decision point itself [REF].

In our own recent work, we have questioned whether quantifying usability and use-
fulness can really predict the willingness to adopt technology [REFs]. From our ex-
ploratory work, we concluded that potential adopters need to develop an understand-
ing of how the technology can help them or their colleagues specifically with their
individual responsibilities. In other words, we found some evidence for the im-
portance of self-efficacy as a construct for technology adoption. Further, in creating
narratives around the use of technology, we argued that individuals internalize the
potential with the technology to make sense of it in their own context. We report be-
low a specific empirical investigation into the use of visualization tools for cybersecu-
rity. We aimed to explore both the decision point and potential influences for longer
term adoption and use.

2.1  Health Belief Model (HBM)

With parallels to TPB, HBM contextualized the decision to adopt a suggested in-
tervention based on constructs related to the context for the intervention, including
how it might improve self-efficacy, and perceived individual control [REFs]. A pa-
tient for a given intervention would thereby consider their risk regarding a specific
condition, such as obesity or contracting an illness, and its likely impact. In addition,
the model suggests, they would consider how the proposed intervention might help
them address the risks and impacts, and the latitude they have to take action [REF].
This echoes, we maintain, cyber risk awareness and the adoption of technologies like
firewalls and anti-virus software [REF Rokkas / Neok, 2020]. Protection Motivation
Theory (PMT), which shares structural similarities with HBM, was part of the devel-
opment of a research model intending to predict the adoption of cybersecurity enhanc-
ing behaviors in SMEs [REF: Browne et al, BLED, 2015] where the focus is on cop-
ing strategies (or self-efficacy). Warkentin and his colleagues went further to explore
long-term cybersecurity aware behaviors based on a contextualized and empirically
validated version of PMT [REF Warkentin et al, 2016]. It is such contextualization,
they conclude, which is key to longer term adoption of appropriate behaviors.

In a similar vein, we explore the operational context within which SME employees
need to identify and implement appropriate actions regarding cybersecurity. We use
constructs from HBM because this focuses on the more general awareness rather than



specific and individual fear as with PMT. It was felt that awareness might encourage
responsibility taking as an employee of the SME.

2.2 Normalisation Process Theory (NPT)

As stated above, even if the intention to adopt technology were to predict its actual
adoption, continuing the behavior is a different issue. In addition to constructs of the
HBM as they relate to risk and impact awareness around cybersecurity, a supplemen-
tary question arises. If SME employees show some appreciation of the risks and po-
tential impact when exploring cybersecurity visualization tools would they also show
appreciation that the tools could help them take action to protect against cyber-
attacks? Indeed, Warkentin et al [REF] specifically target the continuation of appro-
priate behaviors in response to the fear, in PMT terms, surrounding a potential attack.
Looking at the propagation of innovation in the first instance, perhaps the Dol might
throw some light on how technology use may persist. However, and specifically for
healthcare again, frameworks have been developed which look at the actual adoption
and adherence to an intervention. One such framework is the NPT [REF — May et al,
2009a, 2009h].

Based on extensive empirical investigation, it predicts four main thematic areas
which need to be explored, including the user community’s buy in to the concept
behind an intervention (its coherence), its willingness to engage (cognitive participa-
tion) and to act towards implementation (collective action) [REF]. Crucially, the
fourth involves continuous reflexive monitoring. The other constructs are consistent
with the intention to adopt and the initial stages of adoption. The fourth, however,
introduces the notion that users should continue to engage and explore technology or
intervention benefits and affordances. In NPT terms, would they demonstrate cogni-
tive participation and a willingness to take collective action? Cognitive participation
would derive from the awareness signaled with the constructs from HBM. A willing-
ness to take collective action extends HBM self-efficacy and the perceived benefit of
the tools into the awareness of personal responsibility for cybersecurity risk mitiga-
tion. As May and his colleagues state, these four phases do not necessarily occur se-
quentially [REF]. We might expect users, therefore, to begin to develop a narrative
involving the technology from the early stages of exposure to it as part of cognitive
participation which would then lead to collective action: they appreciate where the
technology fits and what value it brings, but then see a broader context for its useful-
ness.

3 Method

This study uses mixed methods to explore SME awareness and attitudes to cyber-
security risk. Constructs from HBM and NPT were used to explore SME employees’
awareness of cybersecurity risks and their willingness to adopt appropriate tooling to
mitigate such risks. These were validated initially against issues from an independent-



ly developed quantitative instrument aimed at a sample of SME employees. The con-
structs were then explored during ethnographic observation followed by a more de-
tailed thematic analysis of a series of workshops within the context of a European
project looking at providing technical support for cybersecurity.!

Table 1. Coding scheme for Thematic Analysis of the workshops

Code Model Description

Risk awareness HBM Awareness that there is a risk from cyber
attacks

Impact awareness HBM Awareness of the potential impact of such
attacks

Self-Efficacy HBM Perceived ability to deal with cyber risks

Benefits of Tool Use :S_IIYI ’ Perceived benefit of using tools

Tool Cohesion NPT Per(?eptlon that tools provide a coherent view
of risks

Adoption Willingness NPT Willingness to adopt and explore the tools

Increase in Understanding NPT Expression of increased awareness

3.1 Design

An anonymous online survey had been developed independently based on input
from cybersecurity experts when asked to consider what important issues might affect
SME risk. It was drafted and run mainly by one of the researchers (CB), independent-
ly of the present study and intended to collect SME attitudes and practices regarding
cybersecurity through the employee lens. As such, it provides a useful comparison
with analyses effected in the present study.

For the qualitative analyses reported here, we had previously investigated the use
of qualitative methods in understanding how potential adopters react to technology
[13, 14]. A coding scheme was defined in advance based on the main constructs from
the HBM and on the phases of the NPT as described above by one of the researchers
(BP). The scheme was intended as the basis for analysis of direct engagement with
representative SMEs via a series of workshops and was not shared with the other
researchers until after the online survey and workshops. It should be remembered that
the goal of the workshops was to understand SME business operations not explicitly
participant awareness about cybersecurity risk.

The coding scheme is summarized in Table 1, including a brief description of each
construct. These initial constructs are more typical, of course, for exploring health
interventions, including technology. Although we argue that risk awareness regarding
cybersecurity commercially might be seen as analogous with health and wellbeing

1 The work reported here was approved by the Faculty of Engineering and Physical Science
Research Ethics Committee (Ref ERGO/FEPS/62067)



awareness individually, some level of validation of these constructs seemed appropri-
ate and was carried out against the results from an independent, anonymous, 24-item
online survey? and as part of ethnographic observation during the workshops de-
scribed below.

3.2 Participants

The online survey attracted 164 self-selecting participants recruited via internal
networks (an opportunity sample of 23) and a 3™ party (141 from a purposive sam-
ple). For the workshops, eight participants from four SMEs engaged with the project
took part in the workshops as well as the researchers themselves. Typically, only one
researcher moderated the sessions whilst the others attended solely to ask questions or
respond to specific points when asked. Participants were not cybersecurity experts,
nor did they have any such specific responsibility within their respective organiza-
tions.

3.3 Data Collection

The online survey had been launched via an external platform and ran for approx-
imately 3 weeks. The workshops were run over several months, with participants
from SMEs across four domains: finance, healthcare, utilities and automotive manu-
facturing. Participants from a given SME engaged separately, except where an exist-
ing relationship existed; a given workshop, therefore, was attended mainly by em-
ployees from one SME only. The workshops were organized as an introduction to
issues of cyber security and the use of tools to help individuals or the enterprise as a
whole understand and manage any such threats [19]. Thirteen workshops lasting over
27 hours in total were recorded across the four domains individually. The objective of
the workshops was to understand the operational context for each of the SMEs and
were not explicitly intended to explore participant understanding or awareness of
cyber risks and mitigation. The second and third workshops involved a focused dis-
cussion of cybersecurity, including a demonstration of tools which visualise threats
associated with the infrastructure [15] on the one hand, and typical business processes
on the other [16]. In the third interview, participants were encouraged to work with
the researchers to develop visualisations of their business infrastructure using the
tools. Transcripts of the initial workshop for each SME were pseudonymized and
checked with participants to ensure accuracy. Transcripts of the remaining workshops
were automatically generated, a process which did not preserve identifiers of the orig-
inal participants. Some ten and a half hours have been analyzed thus far.

2 https://cyberkit4sme.eu/JustinTimeCybersecurity.html
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3.4 Analysis

The online survey had been independently developed on the basis of specific ques-
tions felt by cybersecurity experts was compared by one the researchers (CB) against
the constructs in Table 1 with the intention of identifying a correspondence between
the cybersecurity experts’ views and the coding schema. We do not cover all respons-
es to those questions here. In addition, one of the researchers (RH) made field notes
during the workshops. These were then compared against the constructs in the coding
schema as an initial indication that the issues of awareness, impact and willingness to
adopt technology were felt salient.

Finally, after each workshop was recorded and transcribed verbatim, a third re-
searcher (BP) used the coding scheme to carry out a thematic analysis of what partici-
pants discussed. This included all constructs from Table 1 and not just those validated
in the previous two phases (comparison with the online survey and ethnographic ob-
servation).

4 Results

4.1  Cybersecurity coverage (anonymous survey)

The survey indirectly captures SME employee awareness of cybersecurity risks
through examining their knowledge of the cybersecurity-related practices in the SMEs
they work for. For example, and without detailing all responses, 70% of the responses
to Does your company offer courses or training material for employees to raise
awareness about cybersecurity? said no such education and training was available;
while in reply to Does your company have positions dedicated to cybersecurity at any
level? 60% said no and 7% don’t know; and so forth.

For the rest, Table 2 simply lists the questions compared with a given construct
without summary statistics of responses. So, it turns out the survey based on cyberse-
curity experts’ perceptions of what is important for SMEs coincides with the first four
constructs of Table 1, namely from the HBM. These are summarized in Table 2.

Table 2. Construct correspondence in the online survey

Code Description

Does your company offer courses or training material for
employees to raise awareness about cybersecurity?

Does your company have positions dedicated to cybersecu-
rity at any level?

Do you discuss cybersecurity issues on your company
meetings or presentations or, in general, internally in your
company?

Risk awareness

To what degree do you fear for a cybersecurity attack to-
Impact awareness wards your company?
How long do you think your critical applications and sys-



tems can be shut down before significant disruption is
caused to the company?

How would you characterize your own knowledge about
Self-Efficacy cybersecurity?

What security measures is your company taking to avoid
cybersecurity attacks?

Does your company use specific processes or tools to as-
sess risk to its IT assets?

Does your company use specific processes or tools for
identifying cybersecurity vulnerabilities?

Does your company use specific processes or tools for
identifying cybersecurity attacks?

Benefits of Tool Use

Apart from seeking to address the individual HBM constructs, the survey provided
an additional motivation to explore SME employee willingness to adopt appropriate
tooling as represented by the NPT-based constructs which had not been possible via
the survey.

4.2  Ethnographic observations

Remembering that the intention of the workshops was to gain an understanding of
the operational and business environment of the SMEs, observational notes from one
of the researchers (RH) were reviewed in regard to the constructs proposed in Table 1.

Table 3. Summary of ethnographic observations

Construct Observations

Some participants reported frustration that ICT colleagues
would not always share knowledge or know-how
Some were aware only of the potential for technical risks
Some were less aware, if at all, of risk associated with em-
Risk / Impact Awareness ployees, such as social engineering attacks or an evil insider
Notwithstanding who might be responsible for security,
many saw regulatory or similar compliance as sufficient to
guarantee cybersecurity risk

Some SMEs outsource their infrastructure and so lack the
awareness and ability to take responsibility for cybersecurity

Self-efficacy Some reported a lack of communication from the ICT infra-
structure provider

Having seen the tooling demonstrated, some expressed en-
Willingness to adopt thusiasm for using the kind of tooling demonstrated to en-
hance their awareness of risk

This analysis is summarized in Table 3 here. As with the coverage of the questions
in the anonymous survey, without directing discussion, separate ethnographic obser-



vation readily supports some of the constructs to be used for the proposed thematic
analysis. From both the independent anonymous survey and ethnographic observa-
tions during the workshops themselves, the constructs selected look well-motivated
regarding cybersecurity awareness even though the underlying models (HBM, NPT)
were originally conceived in a different domain.

4.3  Exploring model constructs specifically

The interviews were analysed qualitatively, using the constructs of Perceived Sus-
ceptibility, Perceived Impact and Self-efficacy from the HBM to code participant
comments. Other constructs were not used systematically. Preliminary findings reveal
high levels of threat awareness: participants confirmed their awareness that cyberat-
tacks could and do occur; further, they described potential impact to their clients, and
to their own products and services. This would predict an intention to engage with and
deal with the cyber risks. Offering the tools demonstrated during the sessions to help
understand and manage such risks would be predicted to increase Self-efficacy, not
least as applied directly to each SME’s own business environment as part of the
demonstrations. Although they acknowledge the potential benefit of the tools in the
context of cybersecurity, participants appear to avoid personal responsibility: they
identified other parts of their organisation or third-party providers who should handle
such matters instead.

Participants evidenced risk awareness associated with cyber-attacks, as predicted
by the first construct of the model. They were very specific about the types of risks
which could impact their business. For instance, maintaining patch levels is important
not least to overcome known vulnerabilities. However, managing patch deployment
would need attention:

“.. there’s always a tradeoff between waiting until [a] patch
has been tested iIn a non-production environment, and the
problem that you leave the vulnerable system in the opera-
tional environment for longer” (PH)

and careful consideration of associated risks:

“But if you apply the patch as soon as you get it, especially
if you are the first in the world to do that, if you’re real-
ly, really fast, then you can crash your system, right?” (PH)

The implications or impact awareness is also well-understood. Failure to provide
access to data, would have serious consequences, for example:
“Without this real time data, they would be like blind .. be-
ing cut off completely from the market data” (PF)
as would issues with data sharing:
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“It’s mostly data protection .. Always the fear that the [per-
sonal] data goes to the wrong person, either unintentionally
or someone steals it” (PH)

or even in regard to tampering with software:

“And this is very, very dangerous because somebody can hack
it in a way where instead of detecting a pedestrian your mod-
el detects free space. So, this means that the car can drive
on that area, which would be very, very bad” (PA)

Given this level of awareness both in terms of risk and impact, participants were posi-
tive about exploring the specific tooling being developed. They identified benefits to
individual employees:

“from [this] project, [we would like] not only a checklist
but something we are able to run on.. err.. on a permanent way
to get and to have a monitoring of all the potential security
threats” (PE)

as well as for the SME as a whole:

“pbut also .. to the auditor. Maybe to show that that we are
aware” (PF)

Participants are unsurprisingly aware that the tools being developed would be useful
to support them dealing with the risks and potential impacts they had identified, there-
fore. But they also appreciate that to be cohesive, the tooling must handle complex
perspectives and requirements:

“We have to comply to cybersecurity threats also according to
the requirements that we get from our customers .. So there
are quite a number of security checks that you have to comply
with in order to gain the trust of the customer in order to
work with them” (PA)

To be of real benefit, therefore, the visualisations the tooling offers must present a
coherent view:

“The relations are really complex, but as you just presented
it, it looks relatively simple” (PF)

Participants do show, however, that their own understanding of cybersecurity issues is
shifting. For example, they are beginning to think not only in terms of their own re-
sponsibilities — in this case software development — but of the overall implications for
enterprise security:

“We usually use the term safe or functional safety as opposed
to security and cybersecurity” (PA)
even to the extent of prompting the demonstrators:
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“As long as you have everything .. thought about everything,
do not forget any assets” (PF)
showing increased understanding of the complexities of cybersecurity:
“As you mentioned before .. Yeah, it"s .. I think there are a
few things you need to watch out for as well” (PF)
So, moving forward, there is a willingness to adopt the tooling and adapt to their own
needs:

“we would like to be able to see a potential cyberattack
risk, maybe not in real time, but at least to be alerted and
to react on to act” (PE)

And explore how the technology would benefit them specifically.
“So, one of the things we"re hoping to do in [the project] is
model the jobs that people do and figure out if [there] are
any more risk[s]” (PF)

But the prospect seems attractive:

“.1"m absolutely excited about this and impressed” (PF)

The benefits afforded by technology in terms of self-efficacy were ambiguous. When
shown the specific tooling being developed, there was an appreciation that tooling
could benefit the individuals:

“This this looks really, really useful for ourselves” (PF)

But the issue is more complex. Understanding regulatory requirements might not be
easy in specific areas. For a non-lawyer, for example, it’s not clear that the tools
might meet all the needs of individuals to extend and improve awareness:

“Our lawyer .. of course he"s not [a] technical person, so he
tries to translate these regulations to us but in the end I™m
.1"m really not sure” (PF)

Some of the SMEs outsourced their infrastructure. This creates a dependency on a
third party. And they may not provide all the information that the SME directly in-
volved in the business might need:

“[In] the end this I found this a little bit unsatisfying
that afterwards they also did not communicate that much” (PF)

So, awareness both of potential risks and their impact may lead to a willingness to
engage with tooling. However, this does not automatically relate to complete confi-
dence in individual ability to act (self-efficacy). The context for SMEs is complicated
by outsourcing, for example, and the range of issues which need to be considered.
These are not just technical, such as monitoring and mitigating against cyber-attacks,
but also regulatory in maintaining and proving compliance with industry standards
and (data protection) law
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With the exception of self-efficacy, therefore, the constructs from HBM and NPT are
largely supported in the context of exploring operational concerns and requirements
for cybersecurity tooling amongst SMEs. Given the motivation for the models used
here, this would suggest that participants were aware of cyber-attack risk and impacts.
On that basis, they were willing to engage with the technology since they appreciate
that tooling would help address the risks identified. Further, and thinking specifically
around continued adoption, support for the constructs from NPT suggest a willingness
to engage further with the technology in the context of their own SME business.

5 Discussion

We interpret these preliminary results as confirmation in the first instance for the
constructs of health-related models and frameworks in the context of cybersecurity
technology adoption. The applicability of such models to cybersecurity and SMEs is
not new [REFs]. Nor is the need to think not just about the causal behavioral model
behind adoption, but the longer-term contextualization of the technology or behaviors.
That being said, what we have found in this study specifically is twofold. First, that
individuals need to see the utility of a given technology as it suits their own context.
So, as participants describe their awareness of cyber risks and the potential benefit of
the tools they were shown, they begin to engage with the technology via cognitive
participation, as NPT formalizes it, seeing an opportunity for collective action to
adopt and explore the tools they have been shown in their specific environment. Both
the awareness indicated by the constructs of the HBM and the ongoing adoption pro-
cesses from the NPT [17, 18] are necessary, of course. This confirms our previous
findings [13, 14]. Their willingness to incorporate their knowledge and understanding
together with the tools they were shown into the company narrative suggests the tech-
nology is being operationalized to suit their existing SME processes rather than
changing their own behaviour necessarily.

Secondly, however, there is an appreciation that their operational context in regard
to cybersecurity, risk assessment and mitigation is more complex than individual
responsibility taking. Researchers such as Bell [REF] and Lewis and his colleagues
[REF] identify cyber risks for SMEs to be resource dependent and to relate to an un-
willingness to share information with potential co-competitors. The findings here
suggest a different view. Individuals reported risk awareness and an appreciation of
the consequences, but they also described frustration that cybersecurity involves mul-
tiple actors, whom they did not necessarily understand or who did not share all the
relevant information, and factors in mitigating those risks, which prevented a level of
general oversight. Self-efficacy, therefore, emerges as something beyond individual
enablement. The tools demonstrated would benefit the SME as a whole, they reported,
though not necessarily in their own individual job role. Risk mitigation is the respon-
sibility of someone else after all such as an IT manager. But there was also a sugges-
tion that they wanted to understand on an individual level what those responsible were
doing and why they were doing it. Self-efficacy here does not therefore imply taking
action individually but being able to appreciate the actions which are taken by others.



13

If, as we have suggested elsewhere, technology acceptance involves situating the
technology into the company narrative, this might explain individual vulnerability
[REFS 1, 4&5]. Many refuse to click on a link in a personal email received at home
outside office hours, and yet, might respond to a phishing attack at work if the phish-
ing email looks to be part of their daily tasks. So, individuals do not behave inappro-
priately through ignorance. Instead, they behave this way because they do not under-
stand how their own actions fit into the overall company narrative respecting cyberse-
curity. Visualisation tools like those demonstrated in the workshops here need to em-
phasise chains of events across the socio-technical network and encourage a shared
understanding of the consequences of those events.

6 Limitations and Future Work

The participants in this study were motivated to engage with the technologies being
demonstrated, since all were funded through a single European project. It might be
expected, therefore, that they would want to respond positively to what they were
being shown and would be more attuned to identify possible benefit of those technol-
ogies. However, if - as we conclude - the discussions are consistent with other studies
where even limitations in technology can be overlooked so long as what the technolo-
gy offers aligns with the broader needs of the company, then other studies might pro-
vide evidence of the importance of the ‘company narrative’ as part of a willingness to
engage with technology irrespective of any other ties between participant and re-
searcher. Indeed, the research direction which has emerged here was not known in
advance to those who took part. In the short term, we will continue to analyze this and
other workshops to understand how potential adopters react to technology.

7 Conclusion

A mixed-methods approach to understand the cybersecurity imperatives for SMEs has
partly confirmed findings from other studies in terms of risk and impact awareness.
However, the qualitative analysis of discussion around cybersecurity visualization
tools, using a coding scheme derived from well-motivated behavioral models, suggest
a complex interaction between awareness, self-efficacy and situating cybersecurity
into a broader company narrative. The discussions were nominally about demonstrat-
ing technology. But as SME participants engaged, they began to consider a broader
narrative and not only the potential usefulness to others within their organization.
Contextualizing causal behavioral models should therefore include an overall appreci-
ation for how individuals make sense of their environment.
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