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Sammendrag

Behandling av data i nullutslippsomrader

For & understotte og folge opp nullutslippsomrader og smarte baerekraftige byer trenger vi nye
losninger samt oppfolging av lgsningene for & avgjere om man nar blant annet utslippsmal mens
man understotter et godt bymilje. [ mange tilfeller betyr det innsamling, forvaltning og distribusjon
av data og informasjon. Tradisjonelt har man tenkt seg at dette best kan gjeres ved & samle inn data
i en skylesning som alle kan ha tilgang til, men det er ofte ikke den mest hensiktsmessige méten &
gjore dette pa.

Denne rapporten beskriver hensyn og krav til en IKT-arkitektur og dens databehandlingsfunksjoner
i en ZEN- og smartbykontekst. Det er en leveranse fra Task 1.1.2 Information Management of Big
Data for & oppna at ZEN, som er en del av WP1, Analytical Framework for design og planlegging
av ZEN.

Dette forslaget oppfyller seks mal:

1. For det forste beskriver den hvordan IKT-arkitekturer kan utformes i smarte byer.

2. For det andre beskriver den hvordan en datahandteringsarkitektur kan tilpasses ulike
IKT- arkitekturer i en smart by.

3. For det tredje beskriver den hvordan man integrerer store Internet of Things (IoT)-
nettverk i IKT-arkitekturen til byens overordnede IKT-styring

4. For det fjerde beskriver den hvordan et monitoreringssystem kan integreres i IKT-
arkitekturen.

5. For det femte beskriver den hvordan oppfelging av KPIene (Key Performance
Indicators) identifisert i ZEN-senteret kan stottes av den foreslatte IKT- og
databehandlingsarkitekturen.

6. Til slutt beskriver den hva som er potensielle ekstra fordeler med den foreslatte IKT-
arkitekturen, for eksempel utvikling av programvaretjenester og forbedring av bruken
av maskinleringsteknikker (ML) og kunstig intelligens (Al) i smarte byer.

Funnene i dette forslaget som er basert pa en rekke vitenskapelige artikler kan vare gunstige for
fremtidige smarte byer i forbindelse med:

* Design av storskala IKT-arkitektur inkludert loT-nettverk i en smart by.
* Organisere og administrere innhentede bydata fra forskjellige kilder, med fokus pa loT-kilder.
* Designe et KPI-basert monitoreringssystem i smartbyen ved hjelp av store loT-nettverk.



ZEN REPORT No. 34 ZEN Research Centre

Summary

This report details considerations and requirements for an ICT architecture and its data management
features within a ZEN and smart cities context.

It is a deliverable from Task 1.1.2 Information Management of Big Data to Achieve ZEN being part of
WP1, Analytical Framework for Design and Planning of ZEN.

This proposal fulfills six goals:

o First, it describes how Information and communications technology (ICT) architectures can be
designed in smart cities.

e Second, it describes how a data management architecture can be fitted to different ICT architectures
in a smart city.

e Third, it describes how to integrate smart cities' large-scale Internet of Things (IoT) networks in the
ICT architecture of the city large-scale management of ICT and their data management can work in
smart cities' large-scale Internet of Things (IoT) networks.

e Fourth, it describes how a monitoring system can be integrated in the ICT architecture.

e Fifth, it describes how following up the Key Performance Indicators (KPIs) identified in the ZEN
center can be supported by the proposed ICT and data management architecture.

e Finally, it describes what are potential extra benefits of the proposed ICT architecture, e.g.,
developing software services and improving the use of machine learning (ML) and Artificial
Intelligence (Al) techniques in smart cities.

The findings of this proposal can be beneficial for future smart cities in connection to:
e Designing large-scale ICT architecture including IoT networks in a smart city.

¢ Organize and manage obtained city-data from different sources, with a focus on loT-sources.
e Designing a KPI-based a monitoring system in smart city utilizing large-scale loT networks.

2021
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1 Introduction

Smart cities are an excellent example of a situation where input from ICT and software developers,
citizens and business requirements, and city manager policies need to be combined. Those contributions
provide several opportunities to discuss developing software services in smart cities through novel ICT
technologies and their related ICT architectures. This ICT architecture may address design by
understanding different smart cities' future elements, such as city-resource management, loT, Al,
cybersecurity, and Edge-to-Cloud computing orchestration. This proposal also highlights other
challenges in developing efficient software services in a city by designing ICT architecture and platform,
such as its data management, resource management, network management, and cybersecurity issues.
Edge computing technologies provide the development of applications in smart cities that can run
independently of an Internet connection. Networking a number of these boxes together builds a
distributed computing resource spread across parts of a city. Various edge servers can span the area and
provide a mesh to form a network. Based on an open-source software platform, the solution allows
applications and software services typically run centrally to run locally at the edge of networks. The
result is to provide several facilities for developing an ICT architecture, as shown below:

e Autonomous operation if backhaul coverage fails.

e Lower latency because applications are closer to the data source of information.

e Reduced load on backhaul links as more data is being processed locally and distributed.

e An open service platform is allowing third-party developers to build innovative smart city
applications.

e ICT technologies present an attractive and resilient platform for cities, while at the same time
decreasing backhaul costs and enhancing service performance.

o A third-party intercepting confidential business data on the public internet which introduce a business
at risk can also be tackled through Edge Computing.

The overall goal of the Research Centre on Zero Emission Neighborhoods in Smart Cities (FME-ZEN
Centre) is to enable the transition to a low carbon society by developing sustainable neighborhoods with
zero greenhouse gas (GHQG) emissions. It will speed up decarbonization of the building stock (existing
and new), use more renewable energy sources, and create positive synergies between the building stock,
energy, ICT, mobility systems, and citizens [1].

It includes how sustainable neighborhoods are to be designed, built, transformed, and managed for the
GHG emission reduction.

A range of ICT-based technologies will support the ZEN goals and the implementation work in the
pilots as well as the monitoring of the overall project progress. In ZEN Pilot Projects and Living Labs,
large amounts of [oT- and non-IoT data will be produced, collected, aggregated, and distributed to
support the goals of achieving a zero-emission neighborhood in a smart city. Politicians, planners,
developers, communities, and citizens will use the data to support informed decisions towards reducing
emissions.

This report examines the requirements coming from this specific task, as shown in Fig. 1. The rest of
the report is structured based on Fig. 1 content and their tasks, which are “logical solution for ICT
architecture” mainly addressed in Section 2, “Data management architecture as part of the proposed ICT
architecture” mainly focus on Section 3 and 4, and “implementation ” mainly addressed in Section 5
and 6, where we also highlight future work

11
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Figure 1 Conceptual levels addressed in this report

1.1 Research questions
We have observed the below challenges in the accessible ICT architectures in smart cities:

e Designing large-scale ICT architecture: As a considerable number of data and services are created and
taken into use in a smart city, there is a necessity to organize all technology resources, obtained city-
data, software services, network communications, and cybersecurity concerns at all scale of the city;

e Proposing a unified and extensive ICT architecture: Most of the recommended ICT architectures in
smart cities have been designed to organize individual aspects in a city; therefore, there are no
suggested architectures for smart cities than include all management of large-scale smart city networks
in a unified ICT architecture. Some examples of management levels of ICT technology are resources,
data, network communication, and software services;

e Which ICT architecture may you use as a basis for your smart city? Using 21st century technologies,
there is an opportunity to create multiple ICT architectures in your smart city by utilizing diverse ICT
architecture proposals. E.g., Centralized or decentralized-to-centralized ICT (DC2C-ICT) or
distributed-to-centralized ICT (D2C-ICT) architecture. Though, there is always an important question
on “which one is the most suitable design option for your smart city?”

e With a focus on creating DC2C-ICT and D2C-ICT architecture in smart cities, numerous calls for new
research on improving the recent ICT architectures management in a smart city are available including
new approaches to data management.

1.2 Project objectives

This proposal’s overarching goal is to design a “data management architecture utilizing ICT Networks
of Smart City from neighbourhoods to city-scale based on edge-to-cloud orchestration” taking into
account the Zero Emission Neighbourhoods (ZEN) requirements and it’s KPIs.

Two main objectives are defined.

e Objective 1: Design an effective large-scale ICT management architecture including a data
management architecture from neighbourhoods to the full scale of a city in a smart city through edge-
to-cloud orchestration.

This architecture may provide an integral architecture solution for developing software services in
smart cities fitted with ZEN requirements.

o Toachieve this objective, it is necessary to find an integral architecture solution for the management

of data/databases and data privacy issues, resources, and network communication and related
cybersecurity issues in smart cities.

12
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o Proposing secured software services through real-time and fast data processing in ICT networks of
smart cities.

e Objective 2: Discuss the facility of our proposed ICT architecture for future smart cities’ demands,

such as developing software services, and improving the use of ML and Al techniques in large-scale
ICT networks of smart cities.

13
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2 ICT Architecture

Architecture [2] is “a definition of the structure, relationships, views, assumptions and rationale of a
system.” The ICT field is over-using the architecture term. The architecture may include the technical
management of an ICT solution for different companies or business scenarios ranging from the structure
of information to technology delivery [3, 4]. The core objectives of ICT architecture and systems may
suggest providing the requirements and efficiencies to technology distribution. The main tangible
building blocks of ICT architecture are hardware, software, network devices, and communication
appliances. Mechanisms for organizing these blocks according to pre-defined procedures with set
parameters guarantee your ICT systems' friction-free and efficient operation. Configuration and capacity
planning, change management, standardization of all components as well as policies and procedures,
backup of data, service level agreements with agreed availability and reliability parameters, disaster
recovery planning, contingency planning, risk management, etc. are some examples of these parameters
and their related mechanisms [5]. Finally, ICT architecture and systems objectives may suggest
providing the requirements and efficiencies.

This section is divided into two main subsections. First, we discuss smart city ICT architecture. Second,
we focus on the technical view as part of the vertical landscape of smart city ICT architecture in smart
cities and management blocks as part of the horizontal landscape of smart city ICT architecture in smart
cities. Finally, we explain our proposed ICT architecture for smart cities based on edge-to-cloud
orchestration.

2.1 Smart city ICT architecture

Designing ICT architecture in smart cities is trying to achieve some main goals [6]. One of the critical
goals is to offer an ICT architecture for the smart city that highlight the new ICT equipment to improve
smart cities' future performance and quality of life of citizens and make urban development more
sustainable.

This subsection is divided into two main subsubsections, including ICT reference architecture for smart
cities and ICT reference architecture landscape for smart cities.

2.1.1 ICT reference architecture for smart cities

Numerous views [7] on the emerging smart city ICT reference model are considered. In [7], as illustrated
in Fig. 2, the authors suggested three main blocks and their related layers for their smart city ICT
reference model. Those main blocks are "organizational," "informational," and "technical" views, as
described below briefly [7].
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Economic / Regulatory Policy; Governance

Organizational Business Objectives

Business Procedures

Application and Seraces
Informational Business Context

semantic Understanding

Data Processing and Analysis
Technical Communication Layer

Data Sources
Figure 2 Various views on the ICT Reference architecture for smart cities [7]

Technical View Block

The technical view block includes the raw data sources and the communication and computational
means to fuse data and then provide it for data processing and analysis. This data may be either provided
commercially or being accessible over Open Data portals/platforms. Through Data Processing and
Analysis, various aspects of the heterogeneous, raw data are connected and improved utilizing complex
processes to convert information, whereby pushing it into the Informational view scope.

Informational View Block

The informational view block provides the refinement, structuring, and extra enrichment of the
information including semantic relations and understanding of the raw data and producing information
items. Thereby, various data/information pieces can be put together to understand the possible influences
and implications in complicated situations deeply. This additional processing can be provided as a
service. Moreover, the semantically enriched data/information is related to a business concept that
enables high-level applications and software services for smart cities.

Organizational View Block

The organizational view block aims to coordinate all related issues to technical and informational aspects
based on business models and their business procedures and objectives as well as different governance
and regulations’ perspectives.

2.1.2 ICT reference architecture in a smart city

This sub section is separated into two main subsections. Based on Fig. 3 [7], we describe two different
landscape of an ICT reference architecture.
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Figure 3 Proposal for the ICT Reference Architecture for Smart Cities [7]

Horizontal Landscape
Horizontal landscape of ICT reference architecture for smart cities suggested different blocks, including
technical, informational, and organizational views, as described below:

e Technical View block
The technical view block is in the bottom layer of Fig. 3. This layer consists of “data source,”

“communication,” and “data processing and analysis” layers.

The data sources Layer includes the multiple city-data sources capturing and accumulating city-data
within a city.

The communication layer involves all the sorts of network communication and infrastructure expected
to collect/gather the data from the Data Sources Layer, send it to data repositories, and prepare for further
processing.

The data processing and analysis layer may receive all city-data within the Data Sources Layer and be
reached through the Communication Layer to be processed to achieve the required information. Data
from various distributed city-data sources is accessible from a single point of access and processing in
this kind of ICT Reference Architecture design [14].

o Informational View block
The informational view block is in the mid-layer of Fig. 3. This layer has different layers, “applications

and services,” “market,” and “user” layers.

The applications and services layer will collect and deliver the required information from the layer below
to be used in various smart city applications and services. This layer is also responsible for the data
processing and analysis layer.

The market layer is involved with marketplaces to support citizens and organizations in discovering,
purchasing, and deploying public applications and services in different city domains using online
platforms.

The user layer involves several downloading apps for related devices and their usage by the citizens.
The devices comprise smartphones, personal computers, and other technical appliances. The citizens
might be using the apps on those devices or install specific required services through the related
marketplaces. This layer provides facilities for the ICT Reference architecture concerning how the

(open) data, converted into information, is used within a smart city.
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e Organizational View block
The organizational view block is in the topmost layer of Fig. 3. This block includes the "governance"

and "business procedures, billing, and charging" layers.

Governance describes the interaction of processes, information, rules, structures, and norms [1, 8]. This
interaction leads behavior towards stated purposes to help governing activities. This interaction may
also impact people's collections and governance infrastructure through managing technologies, people,
policies, practices, resources, social norms, and information. A smart city requires a smart governance
infrastructure, making together various stakeholders, worked out processes, rules and policies, and
helping tools in accelerating growth and adaptability of smart services within the city.

Vertical Landscape
Based on the vertical landscape, across all blocks and layers of the ICT reference architecture in Fig. 3
is "management" and "security" blocks.

The management block must be depicted across various domains and all blocks and their layers in Fig.
3. Management includes numerous features, including "devices monitoring," "configuration,

nn

network
monitoring," "data management," "reporting," and "process management."

Management issues is a crucial task for all layers of the blocks in Fig. 3. For instance, the multiple
heterogeneous devices and networks' proper configuration must be considered on the lower layers of
data sources and communication in Fig. 3. Some of this configuration are characteristics such as
hostnames, routing, quality of service, etc.

Security is a significant and complicated issue in smart cities. Security goes across multiple domains

EEINAS

and different aspects, such as “authentication,” “privacy,” “ID management,” “key exchange,” and
“authorization.” All the blocks and their related layers in Fig. 3 must repeatedly consider security and

their related issues.

2.2 Smart city ICT architecture: Focus on Technical View (Vertical Landscape) and
Management Blocks (Horizontal Landscape)

This report focuses on the technical view being one of the main parts of the vertical landscape and
management block as one of the main blocks of the horizontal landscape in Fig. 3. We also note that the
base of Fig. 3 is relevant for a cloud-based solution. We realize that the new generation of ICT reference
architecture is based on edge-to-cloud orchestration and new city requirements as data privacy, General
Data Protection Regulation (GDPR), etc.

Three main ICT architecture proposals are designed for smart cities, including centralized,
decentralized-to-centralized, and distributed-to-centralized. Further aspects of these three ICT
architectures in smart cities are as follows:

The smart city centralized ICT architecture may receive, store, and access all obtained city-data in a
centralized platform. The city-data sources can create city-data varieties with different physical and non-
physical data sources to send those city-data to the centralized platform to support further citizen and
business requirements. Cloud-based platforms and solutions are often proposed for a centralized
platform [9, 10].

The cloud-based solutions are useful for different management blocks of the horizontal landscape in a
centralized platform in a smart city, as shown in the left-hand side of Fig. 4. So, the city-data collection
has occurred inside the city within and across IoT and non-lIoT data sources. In most cases, cloud
technologies may be located outside of the city or country or continent, to be responsible for all
management tasks, including data management, resource management, and software/service
management. Also, network management and its cybersecurity issues have been organized from city to
cloud-based technologies.
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Numerous benefits are driven into attention by applying cloud solutions. Tremendous cost-saving
potential for the businesses and city administrators and distributing excellent technology resources to
the citizens are examples of those benefits [9, 10]. Despite this, some of the drawbacks of Cloud
technologies are data privacy, cybersecurity concerns, and geographical access to Cloud technologies—
the main drawback of cloud technologies mainly related to the city-data generated by IoT devices. The
generated city-data was relayed back to a central network server, ordinarily housed in a Cloud
technologies data center. While data is processed, data returned to the devices on the network's edge
with more extra delay and network movement [9, 10].

Distributed technologies provide facilities to extend all vertical and horizontal landscapes with their
related layers and blocks of smart city ICT reference architecture from edge to cloud orchestration.
Various distributed technologies may apply for the local and centralized processing and storage
orchestration at the same time through decentralized-to-centralized and distributed-to-centralized ICT
architectures in smart cities. Fog and cloudlet technologies are examples of distributed technologies.
Almost the same management strategy has been suggested for the decentralized-to-centralized and
distributed-to-centralized ICT architectures in smart cities, as shown in the right-hand side of Fig. 4. In
both ICT architectures, all city-data may be saved and processed locally close to the city-data sources
and citizens. Also, city-data can be transferred into a centralized cloud storage platform if it requires
city managers and citizens’ demands. This management solution coordinates resources, data/databases,
software/services, and network communication and its cybersecurity issues from the edges of networks
and nearby to the city-data sources to a centralized platform and most far away from the city-data
sources.

The core difference between decentralized-to-centralized and distributed-to-centralized ICT
architectures is the relation between edge nodes, middleware, and cloud computing platforms. In
decentralized-to-centralized ICT (DC2C-ICT) architecture, the edge IoT devices may not interact
directly with each other at the edge of networks without moving and accessing the Cloud platform.
Distributed-to-centralized (D2C-ICT) architecture makes it possible for edge IoT devices to
communicate with each other at the edge of networks without moving and accessing the Cloud platform.
Linking distributed and centralized technologies in smart city integrated architecture have multiple
benefits [11, 12]. Some examples are limiting data traffic in network communication and their related
latencies and bandwidth and raising data privacy and cybersecurity matters.
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Figure 4 Proposal for the ICT Reference Architecture for Smart Cities [13]
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2.3 Our proposed ICT architecture in smart cities

A smart sustainable city refers to a city that requires the ICT infrastructure in an adaptable, reliable,
scalable, accessible, secure, safe, and resilient manner [14]. Also, one of ICT architecture's main
objectives is to provide facilities for building efficient software services through large-scale ICT
networks of the smart city. So, some essential functions to build efficient software services in large-
scale ICT networks of the smart city are interoperability, GDPR, mobility and location-awareness, real-
time data access, scalability, reliability/high availability, and energy efficiency [15]. Both the smart
sustainable city's objectives and software services requirements highlight the necessity of designing
large-scale ICT networks for smart cities. Below, we describe our experience to design large-scale ICT
networks based on edge-to-cloud orchestration.

In the beginning of our studies for designing a large-scale ICT architecture, a decentralized-to-
centralized ICT (DC2C-ICT) architecture was proposed using Fog-to-Cloud technologies [12]. We
designed our proposal for DC2C-ICT architecture in a smart city that is able to manage sensors and
physical IoT data sources. Next, more challenges and requirements were suggested to our DC2C-ICT
architecture for smart cities, as noted below:

o All physical and non-physical city-data sources in the city may need to be managed through the
proposed ICT architecture;
e All city-data, and non-city data may be required for contributing to enhancing citizen life.

Consequently, we designed the D2C-ICT architecture using different distributed and centralized
technologies, including Fog, cloudlet, and Cloud technologies. This architecture will help to solve the
above challenges and requirements and bridge the gap, combining loT and other data inside the city.
This section is written into three main subsections. First, we discuss the DC2C-ICT architecture in smart
cities. Second, we explain the D2C-ICT architecture in smart cities. Finally, we describe the hybrid ICT
architecture.

2.3.1 DC2C-ICT Architecture
Many physical and non-physical data sources are spread across the city in different “Fog-Areas” as

shown in Fig. 5. A Fog-Area is a specific area in the city that is coordinated directly by the related Fog-
Leader device(s). In our proposal for DC2C-ICT architecture [16, 17], the Fog-Leader devices can be
routers, switches, gateways, or raspberry-pis. A Fog-Leader device(s) of the Fog-Area can organize
processing and storage locally at the network's edge. This Fog-Leader may handle all related processing
and storage tasks by itself or create a joined processing and storage facility by utilizing the potential of
other accessible city-data nodes in the Fog-Area within the Things/Fog layers.

Our DC2C-ICT architecture is designed with three architecture layers, particularly Things-Layer, Fog-
Layer, and Cloud. In this scenario, all Fog-Leader devices can communicate and get access to the Cloud
platform. The Cloud platform is responsible for sending all instructions and updates to the lower layers.
A Fog-Leader device may communicate with other Fog-Leader devices in another Fog-Area in the city
by communicating and accessing through the Cloud platform.
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Figure 5 Our proposed DC2C-ICT architecture for smart cities

2.3.2 D2C-ICT Architecture

Our proposed D2C-ICT architecture is depicted in Fig. 6 by using Fog, cloudlet, and Cloud technologies.
This architecture has four layers, as described below from bottom layer to top layer:

Things Layer: This layer is in the bottom layer of Fig. 6 and is the layer closest to citizens. Physical
and non-physical city-data sources in large-scale IoT networks of a smart city are available in this
layer. Depending on their city location, the city-data source may be located in a different Fog-Area
of the city. This layer is mainly responsible for data generation in smart cities through different loT
and [oT devices across and within the city. All city-data sources may have limited computational and
storage capacity for their own data management requirements and share resources with other
neighbours for joint processing and storage tasks.

Fog Layer: The Fog-Layer is the second bottom layer of Fig. 6 and the second closest layer to the
city's physical data sources. This layer includes switches, routers, and gateways to handle data
management of obtained city-data from the bottom layer. This layer can provide a higher level of
processing and storage compared to the bottom layer. Fog computing technologies implement local
data processing and storage facilities in a city instead of sending them to the Cloud. Also, physical,
and everywhere connected city-data sources create real-time city-data in this layer. Also, this layer is
even capable of building private and critical city-services for citizens (Fog-as-Service).

cloudlet layer: This layer is in between the Fog and Cloud-Layers and in the same city as city-data

sources. It is public for the city and city customers, but it is private for the global cloud customers.
This layer may add to the city's external sources, such as the server in the box (cloudlet). cloudlet
computing technologies make a higher level of processing and storage in the city to perform joint
processing and storage tasks by adding external physical servers in a city. Plus, these external physical
servers and devices can be installed in a dynamic or fixed position of a city. All physical and non-
physical city-data sources be combined in this layer anywhere in a city. The last-recent city-data is
ready in this layer. This layer may create local and private city-services (cloudlet-as-Service) by using
all city-data sources. This layer also creates communication between city-data sources at the edge of
networks. This communication may improve city-data nodes' participation in a city without
transferring and accessing Cloud technologies.

At cloudlet-Layer, we create a middleware platform called an "Integrated and Intelligent Control and

Monitoring of IoT (I2CM-IoT)" box. This 2CM-loT middleware platform may coordinate all city
resources and accessing Cloud resources from all city scale to a centralized place. This middleware
platform may create data discovery and data monitoring mechanisms for all city scales.
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o Cloud layer: The top position of Fig. 6 is Cloud-Layer. Cloud technologies may not be positioned in
the same city/country/continent of city-data sources. Cloud-Layer has diverse and nearly endless
technology resources that can organize almost all IoT and ICT obligations in a centralized platform
[9, 10]. All city-data sources may be stored in the Cloud platform or reachable through the below
layers. Non-city data sources may also be reachable at a centralized Cloud storage platform. So, all
historical city-data is accessible in this layer. This layer is useful for historical and public services
(Cloud-as-Service).
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Figure 6 Our proposed D2C-ICT architecture in the smart city

“Time” and “Location” are two primary axes on our proposed D2C-ICT architecture, as shown in Fig.
6. Those axes describe our core concept about large-scale ICT management for loT networks in smart
cities. Those concepts are “data/database management,” “resource management,” “network
communication management,” and “service/software management,” as described below:

e Data/Database Management:
In general, “data management” is an organizational process that comprises acquiring, validating, storing,

protecting, and processing required data to ensure the accessibility, reliability, and timeliness of the data

for its customers. Data management intends to support data stakeholders to optimize data usage within

the policy and regulation ranges to create decisions and enhance its benefit.

In general, the term “database” defines a collection of data that can be accessed, modified, managed,

controlled, and organized for numerous data-processing tasks. Database management refers to organize

who can access a database and how they can make corrections. It is necessary for coordinating the
security and integrity of data.

Relevant concepts of data and database management in smart cities are explained below:

1-Data Types: In terms of the time of the produced data in a city [11], three types of city-data are

available from Fog-Layer to Cloud-Layer in smart cities, “real-time,” “last-recent,” and “historical,” as

explained below:

e Real-time data: Real-time city-data at Things-Layer is delivered from a place nearby to the citizens
by physical IoT data sources. The real-time city-data is the item that is generated and used directly,
fundamentally in critical shallow latency software services in smart cities.

e Historical data: Data is assumed historical city-data at the cloudlet/Cloud layer if added and kept on
the data repositories platform for future use. In this case, historical city-data can be recognized as
the farthest place from the citizens and physical data sources in the city. Hence, accessing city-data
from cloud computing technologies has a high latency level compared to the below layers.
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e Last-recent data: The last-recent city-data at Fog-Layer is not as close to the citizens and physical
data sources as the real-time data are. The last-recent city-data is also not far away from the citizens'
citizens and physical data sources as the historical city-data are.

In terms of the city-data sources, physical and non-physical data sources generate diverse data types in

a city, as specified below.

e Portal-Sensor data: This city-data type produces with portal sensor devices in a city. So, these data
sources can move and be available in different city locations, e.g., vehicular and smartphone data.
E.g., vehicular and smartphone data.

e City-Consumer data: These city-data types available at the cloudlet-Layer get data from many city-
consumer databases, including city-hall databases and private and public company databases.

e Web data: These city-data types is available at Cloud-Layer obtain from various websites.

2-Data Flow and movement: Three different data flow and movement appear in the multilevel of Edge-

to-Cloud orchestration in smart cities, bottom-up, top-down, and cross-cutting, as explained below.

e Bottom-up approach:

o From Fog to cloudlet: Fixed- and Portal-Sensor generates “real-time” city-data in the city.
These city-data types may move from bottom to upper layers for additional data processing
and permanent/temporary data storage reasons through the city-update mechanism. If the
real-time data is saved at Fog-Layer, just the references of information and abstracted form
will be shifted and addressed to the higher layers for extra data discovery.

o From cloudlet to Cloud: all city-data can be shifted from cloudlet-Layer's storage platform
to the Cloud-Layer for additional data processing and permanent/temporary data storage
reasons. If the last-recent data saved permanently at the cloudlet-Layer, just the references
of information and description of this data would be shared to the upper layers' address table
for extra data discovery.

e Top-down approach: a reference of “Historical data” available in the Cloud storage platform could
be shared from Cloud or cloudlet-Layer to the Fog layer. In this case, seeking the historical data
from the network's edge can be arranged speedily.

e Cross-cutting approach: The cloudlet layer's accessible data can be accessed and communicate with
another cloudlet platform in a city.

3-Data Aggregation: In general, data aggregation builds some processing abilities for gathering,
reducing, mixing, or presenting summary information [12]. Reducing the generated data amounts is the
core purpose of data aggregation techniques. Various techniques can be applied to achieve the purpose
of data aggregation, e.g., data combination, data redundancy elimination, data compression, or
bandwidth reduction.

Our proposal for smart cities is the multilevel techniques of data aggregation, and data compression can
be applied through different layers of Edge to Cloud technologies [12]. We demonstrated the multilevel
data aggregation and compression techniques to Barcelona smart city in our use case. The result [12]
confirms our proposal's efficiency using Edge-to-Cloud orchestration compared to Cloud technologies.

4-Data Storage: In our smart cities' proposal, we illustrated how the city-data might be moved from
local data repositories at Fog-Layer to global data repositories platform at the Cloud layer [18]. This
multilevel update mechanism may grow the network traffic and storage performance [18].

5-Data Discovery: In general, the process of searching, finding, and taking data from diverse databases
is data discovery.
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We apply a particular cost model (MAUT) for data discovery through Edge-to-Cloud layers in smart
cities [ 19]. The cost model techniques are useful for filtering and calculating a ranking among all viable
choices based on the query's criteria.

6-Data Management: Our proposal for distributed-to-centralized data management (D2C-DM)
architecture is presented in [11]. The purpose of the D2C-DM architecture is to handle the city-data
management from data creation to consumption in multiple levels of the D2C-ICT architecture (Data
LifeCycle [20] model) and mix city-data with non-city data.

A Smart City Comprehensive Data LifeCycle (SCC-DLC) model [21] describe the core idea of data
management in a city. The SCC-DLC model's three main blocks are "Data Acquisition," "Data
Processing," and "Data Preservation." Each block contains a set of separated phases as described shortly
below and in more in-depth details in [21]:

o The Data Acquisition block can implement diverse data operations and phases for the produced city-
data, e.g., data collection, data filtering, data quality assurance, and data description phases.

e The Data Processing block is responsible for controlling the many activities connected with the data
process and data analysis phases.

e The Data Preservation block refers to varying data actions and phases, including data classification,
data archive, and data dissemination.

7-Database Management: Database management is one of the most critical features that we require to
be discussed. As the various sorts of a large number of computing devices are working, and several
organizations are participating, it is challenging to handle the generated data. Due to the data privacy
policy, many organizations and system users may not find it possible to distribute their private data. A
huge number of small connected computing devices are part of the Things-Layer of the smart city. Those
devices can produce a large amount of data within the system. Also, different organizations are utilizing
different sorts of database framework to hold and manage their organizational data. So, altogether, it is
challenging to handle those data near the network's edge. In our solution, we attached the cloudlet-Layer
between of the Cloud- and the Fog-Layer. The cloudlet-Layer provides the cloud abilities close to the
edge, including fast data processing and analysis in the city.

® Resource Management:
The broad diversification among the system resources presents the challenge for the system

administrator to efficiently control the participating devices in a large-scale ICT-based smart computing
scenario in smart cities. The massive diversity among the system services creates difficulties to any
Large-Scale ICT-based smart computing paradigm. With our proposed D2C-ICT architecture, we can
discuss those difficulties and efficiently handle the system resources to decrease undesirable resource
consumption without compromising quality of service. The resource management mechanism is
essentially incorporating a few relevant operations or steps in our D2C-ICT architecture. By performing
all the below steps, some task(s) can be executed for achieving some output(s) for completing some
service(s) request.

a) Service(s)/Job(s)/Task(s) is identified, and one get their required information;

b) Gather the possible system resource(s) information;

¢) Choose the most suitable matching resource(s) for meeting the requirements of the service(s)/ job(s)
/ task(s);

d) Allocate the best-fitted resource(s) for performing some task(s) to fulfill some job(s) for
implementing the service(s) among the system subscriber;
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e) Monitor the operating resource(s) to trace the resource consumption information to develop the
future matching score.

o Network Communication Management:
In general, this points to a wide range of functions linked with the management and control of network

communication. Network management functions include management of fault, configuration,
accounting, performance, and security. Some functions are real-time; however, some others are
administrative.

In our proposed ICT architecture in smart cities, we first suggest addressing and routing data sources'
mechanisms from Edge-to-Cloud orchestration in smart cities. We apply the principle of the content
delivery network (CDN) and information-centric networking (ICN). Second, we represent multiple
controllers through multilevel layers of Edge-to-Cloud orchestration by adopting software-defined
networking (SDN) technology. More details can be found in the following sections.

e Service/Software Management:
In general, it relates to designing, delivering, managing, and improving the ICT services that service

stakeholders perform to facilitate their end-users. A service/software management plan can assist in
formalizing a set of structures and intentions that ensure that the city software is available and reusable
for citizens.

In our smart cities' proposal, the city-data is saved and can be accessible wherever from city data storage
to the Cloud storage platform [18]. Accordingly, various services can be launched into multiple
computing technologies from Edge to Cloud, such as Fog-as-Service, cloudlet-as-Service, and Cloud-
as-Service. These multilevel service layers are advantageous for local and restricted city-data that may
not be possible to share on a higher level in the architecture.

2.3.3 Hybrid Architecture
Based on your business and demand for available centralized and distributed technologies in your city,

you have an option to design your ICT architecture. Some example of hybrid architecture is depicted

below:

e In Fig. 7, Fog-Area is divided into city-data sources types and categories in the smart cities.
In this Figure example, all the camera surveillance city-data will move directly to Cloud
technologies; that is how centralized ICT architecture is designed, as we discussed above. In this
case, maybe because of the huge amount of this type of city-data may be challenging to store in the
local data repositories and analyze them through distributed technologies.

e All energy and grid city-data will also follow the F2¢2C-ICT architecture and move data through
different distributed to centralized technologies. For instance, a reason for this design for the energy
and grid city-data could be the high level of data privacy for these data types. It indicates that the
citizens and companies may not like to transfer and share their own city-data types to the upper layers.

e  All health-care city-data may be manage through decentralized-to-centralized ICT architecture with
the assistance of Fog and Cloud technologies. For instance, this could be a reason for the real-time
application and requirements of these business domains for the citizens. Also, they need to send some
part of data or data models to the Cloud technologies for sharing to others for future requirements in
the city and another city, e.g., building digital-twins’ requirements in the Cloud technologies.
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Figure 7 Our proposed hybrid ICT architecture in the smart city based on data-source formats
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e As we mentioned above, the hybrid architecture is quite flexible to design concerning the citizens and business
requirements. Fig. 8 shows that each Fog-Area that is a particular district of the city may need to be managed
by different ICT architecture strategies, as explained below.

o The left-hand side of Fog-Areas (Fog-Area-1) may be designed through centralized ICT architecture.
Maybe the reason is the available technologies and/or the inhabitants' requirements in this city district.

o The mid-hand side of Fog-Areas (Fog-Area-2 and Fog-Area-3) may implement by D2c2C-ICT
architecture. The reason might be the data privacy and particular security and GDPR protection as
requested by inhabitants and business demands in this city.

o The right-hand side of Fog-Areas (Fog-Area-4) may structure within F2C-ICT architecture. The reason
might be the availability of external city-data sources, for example, server or cloudlet technologies, in this
city district.
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Figure 8 Our proposed hybrid architecture in the smart city based on city districts

3 Data Management

In this section, we focus on data/database management as one of the main concepts of large-scale ICT
management in smart cities, as discussed in the previous section.
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This section is separated into two main subsections, including data management in context and data
management architectures in smart cities.

3.1 Data management in Big Data Management context

Data are one of the most precious resources in the smart city. City-data provides the ability for a city to
be smart, agile, and creative. Smart cities build much city-data from various sources in different formats,
from IoT devices to city-consumer data, third-party applications, and social media. Numerous studies
on data management and analysis are done in smart cities, from Relational Databases Management
Systems (RDBMS) to the Extract-Transform-Load (ETL) process [20]. Big Data environments'
evolution also add extra challenges to the traditional data management and analysis systems [20, 22].
The entire life cycle of data management strategy, including data collection, data storage, and data
processing, is complicated [23, 24]. The primary goal of data management is to guarantee easy and safe
access to data sources and their associated repositories to identify additional value through complicated
computing and analytical processes utilizing the sources. Adequate data management and organization
systems can be considered an essential topic for effective value generation. Also, Big Data creates
remarkable opportunities and difficulties for data management. In short, the enormous opportunities of
Big Data include its economic influence [20, 25]. Big Data is characterized by the d 5Vs challenges,
usually named Volume (huge volume of data), Variety (various data formats), Velocity (rapid generation
and processing of data), Value (huge value but very low density), and Veracity (quality of data).

3.2 Data management architectures in smart cities

This subsection is sorted into three subsubsections—first we will discuss a CDM architecture in smart
cities. Second, DC2C-DM architecture will be explained through the Fog-to-Cloud data management
(F2C-DM) idea. Third, D2C-DM architecture will be described, including cloudlet-to-Cloud data
management (c2C-DM) and Fog-to-cloudlet-to-Cloud (F2¢2C-DM) architecture.

3.2.1 The CDM architecture
In smart cities, the CDM architecture applies to data management in a centralized ICT architecture [9].

This is based on that all city data sources can be organized and managed in a central place. The central
place is then used for accumulating all city-data and contributing all the city-data to non-city data for
further use. Besides, a central place performs and handles all data management procedures, including
data processing, storage, analytics, aggregation, etc. As an illustration, Fig. 9 shows a CDM architecture
in the smart city based on cloud computing technologies [9]. The ICT architecture has four layers:
physical, network, cloud, and application. With a focus on data management procedures and strategies,
the third layer is the second top layer of Fig. 9 that performs all data management procedures, such as
processing, storage, and analyzing all raw city-data and transforming them into meaningful information
to be used in further software services and application requirements. As a bottom layer of Fig. 9, the
physical layer includes all physical and non-physical data sources within and across the city to capture
all city activities. So, this layer is only responsible for the data collection phase and data management
procedures.

In another example [26], as shown in Fig. 10, the author explicitly mentioned that obtained city-data
would be sent to the cloud computing technologies by different internet connections and then in the
cloud computing technologies, different data management procedures will occur, including data
collection/aggregation, filtering, classification, preprocessing, and all issues related to ML and decision
making.

26



ZEN REPORT No. 34 ZEN Research Centre 2021

These examples highlight the main challenges of CDM architecture. The data collection occurred in a
city somewhere close to the city-data sources, but all related data management procedures and strategies
will happen far away from city-data sources [26].
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3.2.2 The DC2C-DM Architecture

The idea of decentralized-to-centralized data management (DC2C-DM) architecture can be
demonstrated across different layers of D2C-ICT architecture. In our proposed DC2C-DM architecture
[12, 17, 18,25, 27], the Fog computing technologies [28, 29] are used, as described below:

The F2C-DM Architecture

Fog computing technologies have been developed by among others by Cisco [30]. The fog computing
idea shows that the physical devices, such as routers, switches, and raspberry-pi, can contribute to IoT
devices and data sources at the edge of networks. These contributions can be beneficial for data and
resource management requirements, [31-33]. By this management strategy, city-data it may not be
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required to push all data to the central Cloud [12, 27, 34, 35]. Also, DC2C-DM architecture uses the
Cloud computing platform for a sophisticated level of storage and processing. The orchestration of Fog
and Cloud technologies makes facilities access real-time data close to the data sources, which can help
develop the critical applications and processing requirements in a city [12, 27, 34, 35].

In our proposal [12, 27, 34, 35], the Fog-to-Cloud data management (F2C-DM) architectures are
mentioned by a variable number of architectural layers from Fog to Cloud that can be matched with the
business, citizens, and data model requirements of the city. E.g., we draw three layers for DC2C-ICT
architecture, as shown in Fig. 11. The Fog-Layer-1 includes a set of IoT nodes at the edge of the network
to perform the first level of limited processing and storage. The Fog-Layer-2 consists of different Fog-
Leaders used for the second higher computing and storage level by joining their own resource and other
under layer resources at the network's edge concerning the city's available devices' capabilities. Finally,
all nodes and leaders of Fog-Layer-1 and Fog-Layer-2 must connect to the Cloud technologies for
organizing the top management instructions, such as updating policies and data management
instructions. The cloud layer is the top-most level in F2C-DM architecture. The most powerful
computing and storage equipment is used in this layer because the Cloud platform has nearly countless
resources, although latency is higher.

As a result, the main idea of the DC2C-DM is to coordinate data management from data creation to
consumption, which is fitted to the base idea of the Data LifeCycle model [23, 24]. As shown in Fig.
12, our proposed DLC model for smart cities [34, 49] designed as a Smart City Comprehensive Data
LifeCycle (SCC-DLC) model to determine data management strategies idea through their entire life
cycles from different blocks of data acquisition to data preservation and processing and their related
phases. This involves other major activities related to data quality and data security, also relevant in a
city, as presented in Fig. 12. The SCC-DLC model's main organization is described with three blocks,
including Data Acquisition, Data Processing, and Data Preservation, and each block comprises a set of
varying phases, as described in more detail in [12, 27, 34, 35].
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3.2.3 The D2C-DM Architecture

The idea of D2C-DM architecture can be demonstrated across different layers of D2C-ICT architecture
by different technologies, such as cloudlets. In our proposed DC2C-DM architecture [12, 17, 18, 25,
27], the Fog computing technologies [28, 29] are used for data management architecture in smart cities.
Like DC2C-DM, D2C-DM also followed the DLC model's principal idea for data management in smart
cities. It means data management will handle data from data creation to data consumption.

This subsubsection is divided into two subsections—first, cloudlet-to-Cloud data management (c2C-
DM) will be presented. Second, we will describe the idea of Fog-to-cloudlet-to-Cloud data management
(F2c2C-DM).

The c2C-DM Architecture

Cloudlet technologies have been mentioned by Carnegie Mellon University (CMU) [30]. Fog and
cloudlet technologies try to address the same objectives. Though, the core distinction is the capacity of
resources of Fog and cloudlet technologies. Fog technologies are using the potential of the smart cities'
data sources, such as routers and raspberry-pi, but the cloudlet technologies serve as the data center in
the city close to the network's edge. So, the idea above addresses the Cloud co-operations closer to the
citizens and city-data sources [30].

Like F2C-DM, cloudlet-to-Cloud data management (c2C-DM) architecture may be offered by different
architectural layers, as shown in Fig. 13. ¢c2C-DM provides facility-to-direct communication with
cloudlets technologies at the edge of networks. c2C-DM brings the management levels in a city. It means
all instructions and policy mechanisms can be sent from cloudlets to Fog layers and IoT nodes at the
edge of networks. If it is relevant, cloudlets can communicate and get help from Cloud technologies to
update their instructions and update mechanisms. Like the F2C-DM architecture, data management
strategies, such as processing and storage, can occur from bottom to top layers with different resource
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capacities. The lowest capacities are in the edge of the network at the bottom layer, and the most

powerful and almost unlimited capacities are in the Cloud platform, as shown in the arrow of the left-
hand side of Fig. 13.
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Figure 13 The c2C-DM architecture for Smart Cities

3.2.4 The F2c2C-DM Architecture
Diverse technologies support our F2c2C-DM architecture [11] at the multi-level of D2C-ICT
architecture, as shown in Fig. 14. Those technologies are Fog and cloudlet as distributed technologies

and Cloud as a centralized technology. This means we combine all advantages CDM, DC2C, and c2C-
DM architectures in a unified architecture. This makes several benefits for data management in smart
cities, as shown below:

1. Organize all physical city-data sources by helping Fog technologies and non-city data sources
by supporting cloudlet technologies in a city as close as possible to the network's edge.

2. Use and share all city resources potentials for city-data management from distributed to
centralized schema, including data processing and storage.

3. Perform multi-level data management techniques to organize all obtained city-data from
distributed to centralized. This could be aligned to data privacy and city and user requirements
across and within the city.

4. Data management strategy can be worked separately in a city by helping with distributed
technologies without Cloud technologies' assistance. However, if necessary, the Cloud
computing technologies are reachable somewhere out of the city in most cases.
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4 A Proposed ICT Architecture and its Data Management
Architecture for ZEN Centre

This section is organized into five main subsections, as shown below.

4.1 ZEN Background

There are seven pilot areas of neighborhoods implementing the zero-emission principles in ZEN [1, 37].
Table. 1 gives an overview of the pilots. As can be seen, they vary substantially in their characteristics
and will cover a range of scenarios and use cases and provide more challenges in developing a consistent
data architecture.

The projects range from small housing and public buildings over small and large campuses to large
functional city areas and whole neighborhoods. Further, they consist of a mix of redevelopment and new
construction.

This also influences the type of buildings, infrastructure, and entities found in the geographic pilot areas.

Table 1 Overview of the seven ZEN pilot projects [1]

Cityjpueulation Project owner =g S;ZE L Blannec] Furrent Construction Status/Phase
1.1.16 m’ Function

Residential area with New construction, 1 000
Elverum - Ydalir 14 794 Public (Municipality) 430 000 school and kindergarten dwellings (ca. 100 000 m2), a Planning
(planned) school and a kindergarten
Multi-functional sub Retro-fitting/upgrading and
centre with 1 400 new construction, 1 700 — Planning and
652 940 Public (Municipality) 870 000 dwellings and 3 800 2300 dwellings and 2 000 — Constru%:tion
inhabitants, 213 100 m? 3400 work places (up to
(existing) 160000 m?)
Residential area with a New construction, 720
5 kindergarten and dwellings (92 000 m?), a .
R L (e e 222000 additional services kindergarten and additional FERTIE
(planned) service functions
Trondheim — Public (NTNU/ University Campus Retro-fitting and new .
177 617 339031 Plannin;
NTNU Campus Municipality) (existing) construction (ca. 136 000 m?) E
Kindergarten and Re-use and new construction .
12 466 i icipali 11113 Pl
e (Vo) dwellings (planned) of 10-12 dwellings i
Building stock i : 10 000
Evenstad - 2623 . . 5 University Campus L"Z T . .
L Public (University) 61 000 . m? no further construction Operation
Campus (Municipality) (existing)

planned

Multifunctional city .
) ) Re-use and new construction,
centre extension with

Bodg - NyB' 40 209 i icipali 3400 000 2 800 dwelli in the first Pl i
odg - NyBy Public (Municipality) residential and business we |ngs in the firs anning
construction stage

areas (planned)

4.2 Conceptual Levels of ZEN Study

We mapped this paper's idea [38, 39] for our conceptual level of the ZEN study. So, the conceptual
levels model around a city, neighborhoods, and buildings is depicted in Fig. 15, which presents three
primary levels: micro, meso, and macro. Fig. 15 showed that the top of Fig. 15 is the macro level and
consists of all city's neighborhoods with a very large model of a city. The mid-level considers meso-
level of the city, and all neighborhoods are included, such as all buildings, houses, streets. The bottom-
level is the micro-level of the city that is all building components.

Fig. 15 presents the neighborhood at the meso-level within the micro and macro levels of buildings and
cities. The ZEN objective concentrates firmly on the neighborhood level.
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Figure 15 Conceptual levels around a city and their neighborhoods and buildings

4.3 ZEN Data Types
This subsection examines data and data flow and sharing needs along with a variety of dimensions for

a thorough understanding of the ZEN project environment. Of further interest is the linking and relation
between these types of data, their overlap, their use, data flow, and the sharing and reusing of it.
All different data types of ZEN center are categorized, as described below:

Context data: Normally, all these different data types have been generated by IoT and sensors devices or come
from external systems or repositories, such as weather, environmental conditions, energy systems, urban
planning data, etc. This type of data supports the interpretation of results and other data but is not of interest
solely on their own.

Research data: These data types have been generated by third-party applications, such as simulation or planning
data, or sensor streams. This data, which has been collected and used, can come from pilots or
entities/installations/buildings within pilot areas prototypes from live building and energy data from buildings.
Some examples of these data types are occupant behavior data, energy data, etc.

KPI data: Planning Instruments for Smart Energy Communities (PI-SEC) is a Norwegian research project that
aims at developing a toolkit for effectively planning both building project development (Bottom-up) and
municipal development (Top-down) concerning energy issues [53].

The research project collected and examined KPIs from existing literature and determined 21 indicators
that are important for smart sustainable cities. The goals that the KPIs contribute to are categorized in
five areas:

CO2 reduction;

Increased use of renewable energy;
Increased energy efficiency;
Increased use of local energy sources;
Green mobility.

To sum up, three data types are defined by ZEN center, including context, research, and KPI data. We
matched these three ZEN data types with the ZEN conceptual models, as shown in Fig. 16. Therefore,
first, the context data is relevant on all levels (including micro, meso, and macro). Second, the research
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data can exist on meso and macro levels. Lastly, in a similar way to the context data, the KPI data is
potentially available in all levels (including micro, meso, and macro).

1 context + Research + kPI
Macro Level
Ao

Context + Research + KPI
Meso Level
pooyioqysiaN

Context + KPI

Micro Level
Suipjing

Data Types

Figure 16 Data types in ZEN center through the ZEN conceptual models

Tailoring Smart City Data Types to ZEN Centre Data Types
As we discussed in the subsections 2.3.2 and 4.3 about data types in smart cities and ZEN center, on the
one hand, there are three main different data types in the smart cities, including real-time data (physical
data sources), last-recent data (non-physical data sources), and historical data (non-physical data
sources). On the other hand, the ZEN center has three main distinct data types, including context,
research, and KPI data. Therefore, Fig. 17 tailored the smart city and ZEN center data types to the
conceptual models, as shown below:

e Micro Level: the real-time data produces near the end-users in the city by physical data sources
(such as sensors). Also, the real-time data can be matched with the definition of the “context data,”
“research data”, and “KPI data” for the ZEN center.

e  Meso level: the meso layer covers both real-time (physical data sources on the neighborhood) and
last-recent (non-physical data sources) as shown details below:

o Real-time data: there are several physical data sources on the neighborhood (such as vehicular
network, traffic lights, etc.) at the meso layer. Therefore, these data sources generate real-time
data in the meso layer. Also, the real-time data can be matched with the “context data” and “KPI
data” for the ZEN center.

o Last-recent data: is located in the middle between real-time and historical data. Moreover, the
last-recent data can be tailored to the “research data” and “KPI data.”

e Macro level: the macro level includes the historical data farther away to the city’s end-users.

Moreover, the historical data can be tailored to the definition of the “research data” and “KPI data”
for the ZEN center.
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Figure 17 Different data types in smart cities and ZEN center

4.4 Interconnection of ZEN Definition, ZEN KPIs and ZEN Toolbox

There are two main boxes (“ZEN Definition Guideline” and “ZEN Toolbox Guideline”) in Fig. 18 [40].

In addition, refer to the ZEN toolbox report [40], the interconnection of ZEN Definition, ZEN KPIs, and

ZEN Toolbox is defined in the following:

o The “ZEN Definition Guideline” box aims to connect the ZEN definition and a set of KPIs. A set
of KPIs (including GHG emissions, energy, power/load, mobility, economy, and spatial qualities)
is defined to follow each ZEN criteria assessment.

e The “ZEN Toolbox Guideline” box creates a set of tools for the ZEN center to meet the “ZEN
Definition Guideline” box requirements, including KPIs. There are different interconnections
between ZEN KPIs and ZEN Toolbox. First, some of the tools can be assessed by a particular KPI.
Second, multiple numbers of KPIs requirements can utilize other tools simultaneously.

The bottom side of Fig. 18 shows that the “ZEN definition guideline” and “ZEN Toolbox Guideline” can be

connected to the ZEN pilot projects to discover and monitor their data requirements.
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Figure 18 Interconnection of ZEN definition, KPIs and toolbox [40]

4.5 Large-Scale ICT management for ZEN center
We found our proposed D2C-ICT architecture including Fog, cloudlet, and Cloud technologies are quite

relevant for the ZEN, and it is pilots based on the below reasons:
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e Scale: The architecture must handle seven distinct pilots and cities in Norway.

e Flexibility: The architecture must be responsible for distinct ranges of policies in each cross-
layer from edge to cloud technologies within city manager policies and ZEN business models
requirements. Some policies example is checking data quality, applying data security, and
updating frequency mechanisms.

e Complexities: Several management complexities may be addressed through ZEN requirements,
e.g., varieties of data types and formats, mixing obtained data, etc.

To sum up, we proposed our F2¢2C-ICT architecture for the ZEN center, as shown in Fig. 19. The ICT
architecture has three different architectural layers from edge-to-cloud orchestration. The left-hand side
of the architecture in Fig. 19 presents that bottom-up ICT architecture is planned to model a city based
on a very small scale to a large scale, from building components to neighborhoods. The proposed F2¢2C-
ICT architecture shows that the bottom Fog-Layer across the city scale has a minimum desirable latency
level for the network communications, and their bandwidth and the resource capacities are restricted in
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