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Abstract. Safety-critical applications could benefit from the standardisation, cost
reduction and cross-domain suitability of current heterogeneous computing plat-
forms. They are of particular interest for Mixed-Criticality Product Lines (MCPL)
where safety- and non-safety functions can be deployed on a single embedded de-
vice using suitable isolation artefacts and development processes. The develop-
ment of MCPLs can be facilitated by providing a reference architecture, a model-
based design, analysis tools and Modular Safety Cases (MSC) to support the
safety claims. In this paper, we present a method based on the MSCs to ease the
certification of MCPLs. This approach consists of a semi-automated composition
of layered argument fragments that trace the safety requirements argumentation
to the supporting evidences. The core of the method presented in this paper is
an argument database that is represented using the Goal Structuring Notation
language (GSN). The defined method enables the concurrent generation of the
arguments and the compilation of evidences, as well as the automated composi-
tion of safety cases for the variants of products. In addition, this paper exposes an
industrial-grade case study consisting of a safety wind turbine system where the
presented methodology is exemplified.
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1 Introduction

Modern Heterogeneous Computing Platform (HCP) enable architectural simplifications
and standardisation across multiple application fields to implement embedded systems
with a homogeneous hardware (HW) and software (SW). The research on bringing
determinism and fault isolation to HCP platforms enable safety-critical applications
for heterogeneous processors, while also deploying non-safety-related applications. In
the same vein, the cost reduction in multi-purpose HW components fosters a common
platform development for multiple domains. However, HCPs lead to interferences in
temporal and spatial domains due to the attached complexity and high performance.
These interferences challenge the certification of modern HCPs and are one of the main
objectives of today’s embedded system developers.
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The certification process represents the major cost driver in the overall project bud-
get for developing safety-critical systems. Certification is a third-party attestation re-
lated to products, processes, systems or persons [7]. An attestation is the issue of a
statement, based on a decision the following review, which fulfilment of specified re-
quirements or standard is demonstrated. In traditional certification, if a requirement of
the systems changes, the whole system is re-assessed. Modularity enables dividing the
system into independent modules which may be developed and certified with different
criticality levels, thus improving the re-usability and scalability of the overall system
and reducing the complexity and the certification cost.

The IEC 61508 safety standard considers safety as an emergent system property,
resulting from the inherent safety of its components, the system structure and its in-
teractions with its operational context and between its parts and the development pro-
cess. Safety standards rooted in IEC 61508 follow a stereotyped development work-
flow (e.g., V-model development process) with interleaved analysis, refinement and re-
view tasks. In the scope of the European project Distributed REal-time Architecture for
Mixed Criticality Systems (DREAMS) [4] the safety certification of Mixed-Criticality
Product Line (MCPL) according to the IEC 61508 standard is one of the objectives. The
subject of DREAMS are families of dependable mixed-criticality systems that embody
variable sets of features (e.g., safety-related features).

IEC 61508 recommend the use of models for analysis purposes, which assess the
compliance with the established practice where the developer verifies the safety-related
behaviour of the real system. This implies that the argumentation models obtained af-
ter a Design Space Exploration (DSE) are partial and shall be completed by evidences,
complementary analyses and the results of the tests. For instance, AutoFOCUS 3 (AF3)
[1] is a file-oriented application that handles models as single blocks of information.
This limits re-usability in AF3 to model libraries. IEC 61508 mandates the development
process redundancy for high-integrity systems. This redundancy consists of the sepa-
ration of concerns, staff roles and artefacts between the design and development and
the Verification and Validation (V and V) activities. Process redundancy decreases the
likelihood of systematic errors by relying on diverse interpretations of the requirements.
The safety rationale collates the generated information from both activity branches in
a collection of arguments. In practice, a file-based application environment does not
support the concurrent and independent development, which is required to certify high-
integrity MCPLs in a cost-effective manner.

This paper presents a shared certification artefact based Database Management Sys-
tem (DBMS) to overcome the limitation introduced in the previous paragraph. Further-
more, the presented solution provides support for different use-cases required for col-
laborative safety-projects. Those collaborative projects can handle and share safety cer-
tificates, evidences and reference documents common to the DREAMS MCPL, concur-
rently collect the arguments and document and semi-automatically optimise the design
and post-design of MCPLs. The paper is organized as follows. Section 2 introduces the
Goal Structuring Notation (GSN) notation language, the Platform Based Design (PBD)
methodology and the DREAMS architecture style. Section 3 presents the PBD work-
flow to design safety product lines. Section 4 exemplifies the integration of the method-



ology proposed in a safety wind turbine product line system. Section 5 presents the
conclusion and outlook.

2 Background

2.1 GSN Argumentation Models

A safety case specifies the interpretation and implementation of safety requirements of
a system, including the engineering decisions and the rationale that attests the safety
assessment. This information can be presented in textual language, what suffices for
simple safety cases. However, pure textual language descriptions often lead to unclear,
unstructured and ambiguous safety cases for complex safety requirements. To overcome
these problems, Toulmin [18] introduced a notation for representing the hierarchical
structure of safety cases. Following the Toulmin approach, Kelly proposed a method
to develop, document and maintain safety-cases using the GSN [8] language. This no-
tation languages uses the goal, strategy, solution, context, assumption and justification
elements to express the safety-related requirements of a system. In addition, GSN lan-
guage supports modularity [13], [9], adding the module and contract elements. The
module element is a package of arguments that abstract the view of the argument struc-
ture. The contract element is a package that represents the relationship between two or
more modules, defining how a claim in one supports the argument in the other.

The GSN notation language is adopted in work presented in this paper for rep-
resenting a product line development process. The main reason for that is its accep-
tance in the safety domain, available guidelines and tool support. On the other hand,
the Unified Modeling Language (UML) modelling application Enterprise Architect
(EA), from Sparx Systems [17], is used to model the safety arguments for the Modular
Safety Cases (MSCs)>. EA supports user’s extensions named Model Driven Genera-
tion (MDG) Technologies, to extend EA’s modelling capabilities to specific domains
and notations. Kuono [10] released a basic MDG GSN extension for EA, which we ex-
tended by adding the modular GSN extensions, as well as other GSN stereotypes found
in safety cases. EA supports concurrent engineering work-flow by storing the model in
an external DBMS, supporting concurrent access by multiple users. The modular GSN
MSCs for DREAMS are stored in a SQL DBMS.

2.2 Platform-based Design for Mixed-Criticality Product Lines

The PBD is an abstraction that covers several possible low-level refinements [15]. PBD
supports the meet-in-the-middle process [5], where successive refinements of specifi-
cations meet with abstractions of potential implementations and identification of pre-
cisely defined layers —i.e, the platforms [16]. The meet-in-the-middle approach aims

> The DREAMS tool-set is a derivative of the AF3 environment, for which there is a GSN
extension to model arguments. However, AF3 relies on information file-storage, and the AF3’
GSN extension underwent adaptations to integrate with other DREAMS analysis tools. EA
DBMS is implemented to support collaborative teamwork, enabling a concurrent development
of the DREAMS baseline of MSCs. These tools also enable developing application-specific
compliance and V and V-arguments.



at preventing the convergence to non-feasible solutions sometimes found with a zop-
down approach, as well as preserving abstractions to tackle the complexity arising in a
bottom-up approach.

A platform may be composed of a set of elements together within their constraints
and rules. It can be thought as a library of elements which can interconnect through
communication components. Each element is characterised regarding its functionality
and expected behaviour. The meet-in-the-middle methodology applies a top-down de-
sign (application design) for a high level of abstraction and implements a bottom-up
design for a low level of abstraction (platform design). Both designs converge where
the platform is ready to host an application, which is ready to be hosted on a platform.
From a HW perspective, the bottom-up approach is supported (low to high abstraction
level). This enables the adaptation of the HW both at the design time and the run-time
—using dynamic and partial reconfiguration.

In the context of IEC 61508-2 the following two requirements may be implemented
to show the absence of systematic faults. The first requirement implies to meet the re-
quirements of Route 25 or Route 35. Route 25 "Proven-in-use approach” establishes
the compliance with the requirements of proven in use components. A component shall
only be regarded as proven-in-use when it has a clearly restricted and specified function-
ality and when the absence of systematic faults is demonstrated (see Subsection 7.4.10
of IEC 61508-2). Route 35 "Pre-existing SW" establishes the compliance with the re-
quirements of IEC 61508-3, including the requirements for pre-existing and re-used
SW. On the other hand, the second requirement implies to provide a safety manual that
includes a precise and complete description of the pre-existent components, enabling
the assessment of the integrity of a specific safety function that depends wholly or partly
on the pre-existing SW components (see Annexe D of IEC 61508-2 and IEC 61508-3).

2.3 DREAMS Architecture Style

DREAMS is an European project that aims at developing a cross-domain real-time (RT)
architecture and design tools for complex networked systems where application sub-
systems of different criticality executing on networked multi-core chips are supported.
DREAMS delivers meta-models, virtualization technologies, model-driven develop-
ment methods, tools, adaptation strategies and validation, verification and assessment
methods for the seamless integration of mixed-criticality to establish security, safety
and real-time performance as well as data, energy and system integrity. This research
project also defines a cross-domain system architecture of a hierarchical distributed
platform for mixed-criticality applications combining the logical and physical views
(see Figure 3).

The architecture style of DREAMS consists of an heterogeneous application sub-
systems with different criticality levels (e.g., Safety Integrity Level (SIL)1 to 4 accord-
ing to IEC 61508), timing (e.g., firm, soft, hard, non-RT) and computation models such
as Time-Triggered (TT) messages, data-flow and shared memory. The application sub-
systems can have contradicting requirements for the underlying platform such as dif-
ferent trade-offs between predictability, assessment and performance in processor cores
(i.e., Zyng-7000 processor), hypervisors (i.e., XtratuM hypervisor), operating systems
(i.e., Windows CE) and networks (i.e., on-chip and off-chip networks). This platform
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Fig. 1. The DREAMS architecture style. Blocks in grey background represent core platform ser-
vices, blocks with doted boundary are the optional platform services and the blocks with diagonal
lines are the application related platform services.

architecture provides global and local resource management units for executing multi-
ple application subsystems, their component and different execution environments and
resources such as memories and input/outputs (I/0s).

This architecture style is used in the following sections to define the methodology
for developing mixed-criticality product lines.

3 Safety Mixed-Criticality Product Line Development

Modularity gives rise to the System of System (SoS) where independently useful sys-
tems are integrated into large systems with unique capabilities [14]. Concepts from SoS
engineering can be helpful in Product Line Engineering. When dealing with SoS engi-
neering, we can consider each system to be an instantiation of a product of a product
line. The motivation to consider systems (in a SoS context) to be products of a product
line can come from multiple causes. First, in many cases, a supplier of systems may
have families of similar systems. Product line techniques promise considerable benefits
in handling such families of products in a systematic fashion. Therefore, product lines
can be seen as a mechanism to develop components, sub-systems and systems in a SoS
approach. Second, from the perspective of an end user of systems, it can be beneficial
to handle groups of systems together rather than addressing them independently.
Safety case notation languages may be used for representing the safety-related argu-
ments of those granularity levels. For instance, the GSN notation language may be used
to that end. A safety case is a documented body if evidences that provides a convincing
and valid argument that a system is adequately safe for a given application in a spe-
cific environment (such as automotive, railway, lift). Regarding modularity, MSCs are
safety cases that limit the impact of changes to specific modules of the system, enable
reusability and reduce the complexity of the system (simplification strategy).



The DREAMS project implements modularity and provides the safety argumen-
tation backup, consisting of a structured set of GSN MSCs. This set of GSN models
encapsulate the MSCs in a composable format and provide a guideline to carry out
IEC 61508 compliant assessment. For instance, the MSC for an IEC 61508 compliant
hypervisor and a Commercial Off-The-Shelf (COTS) multi-core device are defined in
[11,12].

On the basis of the safety-related arguments defined in the MSCs and the product
line hierarchy introduced at the beginning of this section, we identify the following four
levels of abstraction to represent a modular mixed-criticality product line development
process (see Figure 3).

1. The first layer represents the safety-related arguments regarding a product line that
is based on the argument framework introduced in [6].

2. The second layer defines the safety arguments of a product sample that may be
composed of a set of components represented in the fourth layer of abstraction.

3. The third abstraction layer defines the generic safety-related arguments that a safety
component shall fulfil to be considered a compliant item. This abstraction layer is
the meet-in-the-middle point for developing a product line.

4. The last layer defines the safety-related arguments for commercial and custom
safety components which could be used for developing a certain product sample,
e.g.: a COTS multi-core device, a hypervisor, a mixed-criticality network, an oper-
ating system.

3.1 Variation Points from Safety Standards

DREAMS tackles the safety certification approach according to the IEC 61508 stan-
dard. IEC 61508 is the basis for other domain-specific safety standards such as the
ISO 26262 (automotive), EN 50126 (railway) or ISO 13849 (machinery). Most domain-
specific safety-standards require further characterization of the components, require
a specific argumentation structure or provide mandatory safety-case guidelines. The
safety standards do not provide a fully objective evaluation guidelines, and therefore,
they require some subjective interpretation.

There is a trend to harmonise the underlying requirements from multiple safety stan-
dards, but currently, no cross-domain development environment can cope completely
with these differences [3]. Although the work presented herein scopes IEC 61508, a
similar approach may be used for other application domains ruled by different stan-
dards.

3.2 Variation Points from Safety Requirements

Given a particular application domain (i.e., automotive, railway), safety standards set
different requirements regarding the development process, the product design and the
integration. In addition, the product manufacturer may target different safety levels
(e.g., Automotive Safety Integrity Level (ASIL), SIL) for developing the product sam-
ples of a product line. In those cases, the safety requirements of those product samples
may be mapped to several variation points that provide the right to choose between



components with different criticality levels (e.g., SIL1 to 4 according to the IEC 61508
safety standard). For instance, different measures and diagnostic techniques are recom-
mended by the IEC 61508 safety standard depending on the required SIL.

3.3 Linking Argumentation for COTSs Components

The argument database may also host argument models for COTSs artefacts that would
be used to implement parts of the system —e.g. a commercial model-based design and
coding environment, a safety PLC. Adjoined to a certified component we usually find:

1. a certificate stating the safety score of the component

2. a certificate report from the certification body, detailing the context for which the

certificate was granted, as well as the fault analysis, the identified risks and the

prevention measures

the safety manual for the item, and

4. a reference workflow stating how shall the development process accommodate to
specific measures required by the item®

»

3.4 DREAMS Model-based Workflow

The DREAMS modelling toolset intends to support the certification of safety-critical
embedded product lines. To attain this goal, as represented in Figure 2, the DREAMS
workflow consists of the following steps:

Build the argumentation meta-models for the common components.

Set the design objectives into the design space explorer.

Run the optimizer.

When a product line configuration meets the safety requirements, a safety argu-
mentation model is generated by the safety-validator.

5. The report generator translates the argumentation model for a given design solution
into a set of documents with proper references to already available information (e.g.
pre-built argumentations).

Ealb o e

4 Validation — Wind Turbine System

This section exemplifies the application of the proposed methodology for developing
an industrial-grade safety product line systems. Our case study consists of a wind tur-
bine controller that bases on the DREAMS architecture style defined in Figure 1 and is
designed and deployed using the DREAMS modelling toolset shown in Figure 2.

The HW architecture for the wind turbine controller (WTC) is composed of the su-
pervision, control and protection units. The WTC operates some distributed I/O nodes
networked over an EtherCAT field-bus. The wind turbine control system is composed

® For instance, a model-to-code transformer may require the developers to subscribe or regularly
check an alert service from the application manufacturer to warn about detected defects in the
tool that could bring errors to the implementation.
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Fig.2. DREAMS workflow to support the certification of mixed-criticality product lines. Shared
DB store the GSN arguments for MSCs, as well as safety certificates and related documents
for commercial-of-the-shelf elements. DB eases tool integration into a collaborative framework,
collecting the pre- and post-design information contributed by actors with different roles in the
safety project. AF3 extensions compose pre-built MSCs according to the compliant product con-
figurations, then document the preliminary safety cases with cross-references to either available
or due documents.

of the Galileo and the DREAMS harmonized computing platforms, which are intercon-
nected through a Peripheral Component Interconnect (PCI) Express (PCle) bus. The
RT-platform Galileo supervises and controls the wind turbine system. This platform
consists on an APC 910 industrial computer with customised operating system and SW.
On the other hand, the DREAMS harmonized platform (DHP) intends to implement the
safety-related functions of the wind turbine system. The DHP integrates a Xilinx Zynq-
7000 zc706 multi-core System on a Chip (SoC), integrating into a single silicon chip a
dual-core ARM Cortex A9 and a Programmable Logic (PL) .

This system architecture supports the execution of functionalities with different
criticality levels (such as SIL1 to 4 according to IEC 61508). To that end, XtratuM
hypervisor [2] is used, splitting the CPUs of the Processing System (PS) and the soft-
core(s) of the PL into partitions where the functionalities with different criticality are
executed. The protection unit of the wind turbine system communicates with exter-
nal sensors (e.g., wind speed sensor) and actuators (e.g., safety relay) through a safe



field-bus protocol composed of a non-safe field-bus EtherCAT and a Safety Communi-
cation Layer (SCL) integrated on top of a Network-on-Chip (NoC). The combination
of the NoC and the SCL enables temporal and spatial independences, which depend if
a shared memory is used or not to communicate the partitions. The NoC implemented
in this case study is the STmicroelectronics’ NoC (STNoC), which is complemented
with the NoC SCL cross-domain pattern. The SCL guarantees a safe communication
between the partitions.

4.1 Argumentation Database

The DREAMS approach relies on the reusable generic MSCs, cross-domain patterns
and assets to ease the development of safety applications based on heterogeneous em-
bedded platforms. MSCs constitute the basic blocks to build a product line. Some safety
cases would provide a certificate as an evidence of compliance with safety standards,
usually in the context of additional evidence for proper usage, integration with the rest
of the system (e.g., the safety manuals) and additional verification requirements. In the
GSN argumentation model we represent the certificates as a Solution element, con-
strained by an Obligation (i.e. the requirement for conformance demonstration).

In the context of IEC 61508 a safety certificate usually has an accompanying manda-
tory report, emitted by the certification body. When the component is integrated into a
system, also a reference work-flow guides the developers to use the item in an accept-
able safe way. Therefore the project team has to justify how they manage the item,
demonstrate the proper adoption of safety measures from design to integration and sys-
tem validation, justify deviations from the recommended practice, and verification. In
DREAMS these activities spread through different project phases. The proper handling
of safety-compliant items shall be justified at the design phase.

The argumentation database presented in this paper provides a safety-argumentation
database based on the abstraction layers introduced in Section 3 and the IEC 61508
safety standard. Figure 3 presents a partial representation of an IEC 61508 compliant
product line system based on a safety COTS multi-core device. For instance, the product
sample shown in the figure may be composed of a Zynq multi-core device or a Hercules
device. On the other hand, as shown in Figure 4, this argumentation database can be
extended to other safety-related standards (e.g., ISO 26262, DO-178B) and may support
components with different criticality levels (e.g., SIL 1 to 4, ASIL A to D).

4.2 Argumentation Check

The GSN modular extensions support modelling the variability in an abstract argumen-
tation graph [8]. For the certification process, we have to instantiate this argumentation,
resolving all the options for the variants. Once we get a particular product sample, the
DREAMS Safety Compliance Constraints and Rules Checker (SCCARC) component
performs sanity checks on the argumentation following these rules:

— Concrete argumentation shall not contain optional elements.
— All the goals shall be supported by strategies.
— All the strategies shall be supported by other goals or solutions.
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— At the final development stage, all the related goals, strategies and solutions shall
be developed and instantiated.

In the DREAMS process, the DSE precedes the argumentation evaluation. As re-

quired by safety standards the validation, verification and testing activities (V and V)
shall be accomplished independently from the design. Therefore V and V information
shall be provided by a separate team. At the completion of the DSE stage, we get a
blueprint of the system based on the results of several evaluations. As the conclusions
based on models and data only hold if these can also be verified in the real world. At
DSE these are considered like uninstantiated solutions, that should be credited with ad-
ditional evidences. After building the actual products, we shall verify that the properties
predicted hold, by carrying out further analysis and experiments.

4.3 Safety case documentation

SCCARC has a post-processing feature to generate a detailed description of the safety
arguments in document form. To this end, SCCARC traverses the argumentation model



for the feasible product variants, writing a LaTeX transcript with a pre-defined safety-
case template. The automated generation of the preliminary safety-case helps at keeping
the overall documentation synchronized, and eases the completion of the argument with
new safety-relevant information collected at later development stages, as stated in [8].

5 Conclusion and Outlook

DREAMS platform-based design supports re-using pre-certified components to de-
ploy mixed-criticality systems. These HW and SW elements also enable a partially-
automated design-space exploration, while easing the generation of the design ratio-
nale documentation as is required by the certification process. To this end, DREAMS
provides a collection of safety arguments as a foundation to argue the satisfaction of
the overall safety requirements. The safety-case approach supports modularity, yet for
developing product lines where a per-product safety analysis and the justification of
compliance are required to certification. Justification includes the linking analyses of
the components, the freedom from interferences between the components and the pre-
vention and tolerance of systematic errors in the development process.

A database of modular certification arguments provides a convenient information
arrangement to support the modular composition of safety arguments. Our work shows
how this can be even partially automated using the GSN to model the re-usable safety
arguments. As an example, we developed the safety arguments for a generic IEC 61508
compliant wind-turbine product line which consist of a DREAMS wind turbine product
sample composed of a set of commercial components. Furthermore, we identify several
variation points that may extend the modular argumentation database. Those variation
points include the variability of safety-related standards (i.e. DO 178C, ISO 26262),
and the integrity level of the components (i.e., SIL1 to 4 according to IEC 61508).

Future developments of the argumentation support would include additional at-
tributes to represent the credibility of a given argument. Those attributes will enable
capturing the subjective evaluation of the argumentation as done by a certification body.
It is noteworthy that gathering this information is a challenging task. However, based
on previous safety assessments and experiences with a certification body, a GSN model
can represent a valuable asset to detect in advance the weakest link in the argumentation
chain before actually facing the certification process.
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