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1 Introduction

This document contains a checklist that can be used to develop or evaluate security and privacy requirements
for Cloud computing services. The content has been gathered from established industry standards and best
practices, supplemented with requirements from European data protection legislation, and taking into
account security issues identified in recent research on Cloud security. The requirements in the document
have been organized in terms of whether they are related to Data Storage, Data Processing, Data Transfer,
Access Control, Security Procedures, Incident Management, Privacy or Layered Services.

This document is intended to be used by potential cloud customers that need to assess the security of a cloud
service they are considering, by cloud providers to evaluate the security of their offers, or by anyone else
who is in need of supporting material for cloud security and privacy. The authors have used it extensively for
extracting relevant risks and vulnerabilities in public cloud services, applications and infrastructures, and we
have decided to make this work openly accessible to benefit everyone interested in this domain.

To be applicable to all different types of cloud services, regardless of whether it is a storage service hosted
by one of the big cloud providers or an application developed by a small company, all the requirements have
been organized in tables, where each requirement has been specified in terms of security controls (the
"security control" column). We recommend that for each control there should be a record stating the
responsible actor for implementing this control and whether the control has been sufficiently implemented.
We have found this way of organizing the requirements particularly useful during risk assessments.

The requirements in this report stem from an updated version of the Cloud Security Checklist Framework
[1], which has been commissioned by Telenor Research. The work with this report has been partly funded
from the European Commission’s Seventh Framework Programme (FP7/2007-2013) under grant agreement
no: 317631 (OPTET).

This work is licensed under the Creative Commons Attribution-NoDerivatives 4.0 International License. To
view a copy of this license, visit http://creativecommons.org/licenses/by-nd/4.0/ or send a letter to Creative
Commons, PO Box 1866, Mountain View, CA 94042, USA.
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2 Data Storage Requirements

ID Category Description Security controls
NIEl Back-up Ensure backup is
properly done
S1.1: Back-ups are performed at specific time intervals
S1.2: Restoration of back-ups are tested at specific time
intervals
S1.3: Time to restore back-ups is guaranteed
S1.4: Back-ups are stored in another availability
zone/geographic location
S1.5: Production data are not replicated or used in non-
production environments
Nyl Encryption Ensure data are
never persistently

stored in clear text
S2.1: All data are encrypted when at rest
S2.2: It is allowed to store encrypted data
S2.3: Each customer has a unique encryption key
S2.4: The encryption keys will be generated by a specified
party (provider/customer/3™ party)
S2.5: The encryption keys will be stored by a specified
party (provider/customer/3™ party)
S2.6: Encryption keys are protected against unauthorized
access or accidental loss.

NXIN L.ocation Ensure data will be
stored in a specific
geographic
location
S3.1: All data will be stored in a specified country
S3.2: All data will be stored in a country under a particular
jurisdiction
K73 Isolation Ensure the data are

isolated from other

customers' data
S4.1: All data will be segregated from other data
maintained by the provider
S4.2: All data will be stored on dedicated servers
S4.3: All data will be stored on segregated infrastructure
S4.4: All data will be stored in multi-instance databases

NIl Ownership Ensure customer

retains ownership

of the data
S5.1: All data stored in the Cloud remain the sole property
of the customer
S5.2: All data generated by user interactions remain the sole
property of the customer
S5.3: All applications remain the sole property of the
customer




SINTEF

Nl Portability

NZAN Integrity

KL Deletion

Ensure portability
of customer data

Ensure accuracy
and consistency of
customer data

Ensure proper
disposal of
customer data

S5.4: The customer retains ownership of all data after the
service contract has terminated.

S6.1: Data can be exported according to a specified
standard

S6.2: There is an interface for migration of customer data

S7.1: Data integrity is being maintained for all data that are
stored in the cloud

S8.1: All data replications will be deleted by a specific time
after it has been requested

S8.2: Data will be disposed by a specific method
(overwriting/degaussing/media destruction)

3 Data Processing Requirements

ID Category
I JBN Isolation

| 28 Monitoring

| XIN I.ocation

Description
Ensure the data are

isolated from other
customers' data

Ensures that
breaches of
acceptable use
agreements will be
detected

Ensure data will be
processed in a
specific geographic
location

Security controls

P1.1: All customer data in RAM will be isolated from other
customers' data

P1.2: Provider implements mechanisms to ensure that VMs
do not interfere with each other

P1.3: Each customer's applications will run on segregated
infrastructure

P1.4: Data sent to the service related to a specific request will
not be visible to or used by any other users of the service

P2.1: The behavior of running VMs/applications will be
continuously monitored

P3.1: All data will be processed in a specific country

P3.2: All data will be processed in a country under a
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|23 Migration

PS5

Encryption

Ensure a secure
transfer of VMs
between different
physical machines

Ensures that data
will never be
processed in clear
text

particular jurisdiction

P4.1: All VM data will be encrypted during VM migration

P5.1: Computations can be performed on encrypted data
("homomorphic encryption")

4 Data Transfer Requirements

ID Category

Description

Security controls

JUBN Encryption
VA Integrity
RIN Non-
repudiation
3N [solation
I Location

Ensure data are
never transferred
in clear text

Ensure accuracy and
consistence of
customer data

Ensures recipient of
data cannot be

denied

Ensure data are
isolated from other
customers' data

Ensure data will
never be transferred
through specific
geographic locations

T1.1: The upload / download of customer data is encrypted
T1.2: All customer data will be encrypted in transit within
the Cloud service

T2.1: All customer data will be digitally signed when
uploaded /downloaded to the Cloud

T2.2: All customer data will be digitally signed when in
transit within the Cloud service

T2.3. The customer is able to digitally sign data that are
being sent out from the Cloud

T3.1: The customer is able to confirm reception of data that
have been uploaded to the Cloud

T3.2: The customer is able to confirm reception of data that
have been sent out from the Cloud

T4.1: The provider offers network isolation between tenants
T4.2: The customer is able to specify that data will only be
sent over defined network sections

T5.1: Data in transit will only be routed through specified
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JY Monitoring

Ensures that

breaches of
acceptable use
agreements will be
detected

countries

T6.1: The network between VMs in private subnets is
monitored by networked-based intrusion detection and
prevention systems

5 Access Control Requirements

ID
AC1

AC2

AC3

Category

Management
access control

User access
control

Physical
access control

Description

Ensure secure
access to the
Cloud
management
interface
(dashboard)

Ensure secure
access for Cloud
service users

Ensure that the
datacenters are
properly
protected

Security controls

ACI1.1: Provider enforces a recognized password policy
AC 1.2: Provider supports multi-factor authentication
AC 1.3: Provider supports 3™ party authentication
(SAML/OpenlD) single sign on

AC 1.4: Provider must have written approval from the
customer to process any of the customer's files

AC2.1: There is a system is place to create, update, suspend
and delete user accounts, to remove access from employees
when they leave the organization or to reset forgotten, lost
or stolen credentials

AC2.2: All cloud users each have their own user account
AC2.3: There is a system in place to limit access to
sensitive data from portable and mobile devices, such as
laptops, cell phones, and personal digital assistants

AC 3.1: The data centers are protected by physical security
perimeters (fences/ guards/surveillance/locks)

AC 3.2: Secure areas are monitored and access is restricted
to authorized personnel

AC 3.3: The provider’s employees who have access to
customer data have been subject to background checks

AC 3.4: Access to application, program or object source
code is restricted to authorized personnel on a need to know
basis
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6 Security Procedure Requirements

Description Security controls

\Y08 Auditing Ensures that the
Cloud services
can be audited
M1.1: The customer has a means to self-audit accesses
M1.2: The customer has on-site audit rights to the
provider’s security program
M1.3: The customer can require an independent
assessment of the security of the cloud service
M1.4: The assessment includes the physical, technical
and organizational security measures in place and is
appropriate for the particular cloud service.
MI1.5: In the case of layered cloud services, this
assessment should include appropriate assurances that
the security of each sub-processor likely to be involved
in the processing of cloud customer’s data will comply
with security requirements set out by the cloud
provider
M1.6: The provider is able to provide the cloud
customer with regular updates showing that
appropriate security measures continue to be in place
(and are kept up to date where necessary).
\YvA Classification Ensures that the
Cloud service
Sulfills
a particular
classification
M2.1: The provider has a 3" party certification (ISO
27001 / CCSP/ SafeHarbour, etc)
M2.2: The provider will conduct regular risk
assessments associated with data governance
requirements
M2.3: The customer can select a security level for the
environment in which the application will be running
\Y$I Countermeas FEnsures that the
ures Cloud service
implements
defense
mechanisms
M3.1: Firewalls have been set and configured
M3.2: DoS/DDoS protection/mitigation mechanisms
have been set up and configured
M3.3: Data loss prevention mechanisms_have been
implemented
M3.4: All software is kept up-to-date with the latest
security patches
M3.5: Redundant provisioning of the service has been
set up
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\JC Testing

M5 Detection

Mé6 Notification

\YVA Recovery

Ensures that the
security of a
Cloud service can
be tested

Ensures that
attacks and
intrusions will be
detected

Ensures that the
customers will
receive
information
about security
related changes

Ensures that the
Cloud service can
recover from an
attack

M4.1: The customer is allowed to do penetration
testing

M4.2: The provider performs regular vulnerability
scans

MS5.1: An IDS has been set up and is correctly
configured

M5.2: Disks, memory and network are regularly
scanned for malware

M35.3: There are established procedures for monitoring
and regular reviewing of logs

M6.1: Provider will inform customers of open
vulnerabilities

M6.2: Provider will provide information on patches
and controls in place

M6.3: Anything which affects customer certification
requirements will be reported to the customer
Mb6.4: Provider will report any significant changes
related to encryption procedures (change of key
lengths, algorithms or key management procedures,
etc.)

MS6.5: The provider will report any changes to the
geographic location of services

M6.6: The provider will respond to extraordinary
requests for information regarding the use of the
customer’s system, within a certain timeframe

M?7.1: The provider maintains periodic checkpoints of
VM state

M7.2: The provider guarantees that if the system is
compromised it will be running securely again within a
certain amount of time

M?7.3: The provider performs tests of the recovery of
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data from backups at regular time
intervals
YL Key Ensures the
management  correct
management of
cryptographic
keys
MS.1: Recognized methods are used to
generate, exchange, store, safeguard, use and replace
cryptographic keys
MS8.2: There is a key escrow system in place
\YCE Transparency Ensures
transparency of
the cloud service
and its security
mechanisms
M0.1: The cloud provider has documented the design
of the service and its security mechanisms
M?9.2: The cloud provider cannot change its security
architecture unless the customer has been informed in
writing and approved the changes.

7 Incident Management Requirements

ID Category Description Security controls

I Response Ensures that there
is a system in
place to respond

to security

incidents
IR1.1: Provider implements
mechanisms to monitor and quantify the types,
volumes and costs of incidents
IR1.2: Incident severity is classified according to a
well-defined scheme
IR1.3: Provider will implement a
remedial response, given a specific severity class,
within a specified time
IR1.4: The provider employs a
recognized method for dealing with security incidents
(such as NIST SP 800-61 or ISO 27035)

|11V 1.ogging Ensures that the
provider will log

security incidents
IR2.1: The provider will retain audit logs recording
privileged user access activities, authorized and
unauthorized access attempts, system exceptions, and
information security events
IR2.2: The provider will make relevant log information
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JIRXAN Reporting

IR Forensics

Ensures that the
provider will
report security
incidents to the
customer

Ensures that the
provider
facilitates
forensic
procedures

available to the customer

IR3.1: Provider will report security incidents to the
customer within a specified time frame

IR3.2: Provider will report on incidents through a pre-
defined communication channel

IR3.3: Provider will report incident data only to the
affected party

IR3.4: Provider will only report incident data to 3™
parties after consulting the customer

IR3.5: Provider will report on the recovery process at
given time intervals

IR3.6: Provider will report the expected time to
recover at given time intervals

IR4.1: In case of a security incident that requires legal
action, the provider will collect and deliver supporting
evidence

IR4.2: The provider complies with jurisdictional
requirements for handling incident data and evidence
according to specified chain of custody

IR4.3: The provider guarantees financial penalties in
case of a security breach

8 Privacy Requirements

1)) Category

|48 Non-
disclosure

|4V Anonymity

Description

Ensures that
customer data
will be kept
private

Ensures that the
customer will
remain

Security controls

PR1.1: There is a clear policy in place to specify the
circumstances in which the cloud provider may access
its customers' data

PR1.2: The provider will not disclose any of the
customer' data to any 3™ party

PR1.3: The provider will only disclose customer data
to 3" party providers on a need-to-know basis
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| 4RI Data

PR4

minimization

Data
Processing
Agreement
(DPA)

anonymous

Ensures that no
unnecessary data
will be collected

Ensures that
personal data are
properly
protected

PR2.1: Provider will not disclose any details about the
customer to any unrelated third party

PR2.2: Provider will not provide common logs to any
other customer

PR3.1: Provider will only require the minimal set of
data necessary to perform the service

PR4.1: The DPA states that the processor will only act
upon instructions from the controller

PR4.2: The DPA states that the data processor will
comply with security obligations equivalent to those
imposed on the data controller itself

PR4.3: The provider is not able to change the terms of
data processing operations during the lifetime of the
contract without the customer's knowledge and
agreement

PR4.4: The cloud customer must ensure that a move to
a cloud service still allows data subjects to exercise
their rights.

9 Layered Services Requirements

ID
LS1

LS2

LS3

Category
Outsourcing

Surveillability

Binding of

Description

Requirements
regarding 3rd party
service providers

Ensure the
customer's ability
to inspect how
the service is
assembled

Two or more

Security controls

LS 1.1: The provider will not outsource the service
to any 3™ party provider

LS 1.2: All infrastructure for the service will be
delivered by the same provider

LS 1.3: Provider will not outsource the service to
any company from a particular country

LS 2.1: The customer is able to inspect the
composition of the service

LS 2.2: The customer will be notified when the
composition of the service changes
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LS4

duties

Separation of
duties

given services
must be delivered
by the same party

Two or more
given services
cannot be
delivered by the
same party

LS 3.1: Roles in a specification defines which tasks
must be performed by the same actor.

LS 4.1: Roles in a specification defines which tasks
cannot be performed by the same actor.
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